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LETTER FROM THE CISO

As I transition from behind the scenes of this report, I wanted to take 
a moment to share some of my thoughts on what we’ve seen over 
the past year. Taking on the role of CISO has added some additional 
insight as I stepped back into the role of practitioner again. Now 

that I review our cyber insurance and 3rd party questionnaires, it has given 
me perspective into why organizations have started asking more questions 
about simulation metrics. 
Something that hasn’t changed over the last year, your SOC still needs HELP! As teams continue 
to deal with workforce shortages, remote work and burnout, optimizing processes and automation 
are even more critical to defend the perimeter. As I’ve spent time with incident responders and 
attended conferences to hear from practitioners, it’s clear the community demands products 
and solutions to integrate together rather than stand-alone products. It’s this reason that we’ve 
continued to enhance our APIs, while also expanding our integration partnerships, allowing you to 
quickly identify threats hitting the inbox and moving those IOCs to your other controls to defend 
against the adversary quickly.  

ÞȳϭʝẕϿ̿ϋẕʽ̿̋̋̿ϱʝʌẕμˌʝẕμΊʝ̯ʌẕ̿ʽẕȳʌʌ˟̯˂ẕȳẕeϿɹʝΊẕǕˌΊʝȳμẕĂ̯μʝ̋̋˟˂ʝ̯ʀʝẕᴒeǕĂᴜẕμʝȳ̨ᴌẕȄʝẕʀ̯̿μ˟̯ϋʝẕμ̿ẕˌʝȳΊẕ
from customers that are building out teams to become more proactive in defending against the 
threat landscape. But adding more threat feeds isn’t productive – or helping your SOC automation. 
This is why we have stood firm on our “human-vetted” intelligence, to ensure you can depend on 
adding IOCs to your automation. It’s more critical than ever to ensure your intelligence feeds are 
actionable intelligence allowing you to reduce noise and provide context to those alerts.  

As I think about the conversations I’ve had with SOC teams, it’s become clear they have a love-
hate relationship with the reporting of suspicious emails versus employees just deleting them. 
Our intelligence is enriched because users report suspicious emails. The SOC can benefit from 
those suspicious messages being reported by extracting the IOCs and taking action to mitigate a 
threat. However, the button that is often used is the “delete” button by the user who is just flat-out 
annoyed with “spam” and wants it to stop. As I scanned through the simulation campaigns sent 
over the year, it suddenly occurred to me why users struggle with whether or not to report an email. 
It’s because you’re sending the wrong types of simulations, coupled with punitive programs putting 
additional pressure on the user to just report the email.  Simulate the threats making it to the inbox 
ᴵẕŧżǕẕμˌʝẕμ̿ͻ˟ʀΫẕȳ̋ΊʝȳʌϿẕɹ̋̿ʀ̃ʝʌẕɹϿẕϿ̿ϋΊẕΫͻȳ̨ẕʽ˟̋μʝΊΫᵐẕȳ̃ȳẕϿ̿ϋΊẕǇʝʀϋΊʝẕ{̨ȳ˟̋ẕÊȳμʝϱȳϿᵑẕI’m looking 
at you “eCard/Valentines” campaign fans. 

As you read this report, you’ll find it difficult to identify the simulation section as we’ve reported 
in years past. That was intentional. For years we’ve pushed our security awareness teams to align 
their programs to “real phish.” For the past few years, we’ve only added templates based on real 
phish we’ve observed. That too is intentional. But what you find are some highlights of what we 
observed over the year and how you can adjust your Security Awareness and Incident Response 
programs to better defend against the phishing threats making it to your users’ inboxes. It has been 
an exciting year talking to customers who have experienced the impact of the network effect. 

Tonia Dudley  
VP, CISO at Cofense 
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It’s more 
critical than 
ever to 
ensure your 
intelligence 
feeds are 
actionable 
intelligence 
allowing you 
to reduce noise 
and provide 
context to 
those alerts.
Tonia Dudley 
VP, CISO at Cofense

https://cofense.com/why-cofense/global-intelligence-network/
https://cofense.com/product-services/phishing-intelligence/
https://cofense.com/product-services/reporter/
https://cofense.com/why-cofense/security-awareness-training/
https://cofense.com/why-cofense/security-awareness-training/
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https://cofense.com/why-cofense/end-to-end-email-security/
https://cofense.com/knowledge-center-hub/real-phishing-examples-and-threats/
https://cofense.com/knowledge-center-hub/real-phishing-examples-and-threats/
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	 Credential Phishing is the top attack vector with a 478% increase in malicious emails identified

	 Emotet & QakBot remain the top malware families to watch

	 BEC continues to be one of the top cybercrimes for 8th year in a row

	 Web3 technologies used in phishing campaigns increased 341%

	 Telegram bots as exfiltration destinations increased 800%

The cybersecurity landscape is always evolving, so it is imperative to stay on top of the latest trends and tactics.  
To learn more about what our intelligence trends revealed, here’s a more in-depth look at what we discovered last year.

Phishing is a major threat because it is so simple. Often, we hear of large, destructive attacks that sound extremely advanced, beyond 
the comprehension of security-minded individuals. It is important to remember the initial access is often acquired well before the 
incident occurs and may come from simple phishing campaigns that have no apparent connection to any advanced persistent threat 
group. In the aftermath, as these sophisticated attacks make the news, organizations should not become so consumed with searching 
ʽ̿ΊẕΫͻʝʀ˟ʽ˟ʀẕ˟̯ʌ˟ʀȳμ̿ΊΫẕ̿ʽẕʀ̨̿ͻΊ̨̿˟ΫʝẕᴒĂżeΫᴓẕ̿Ίẕ̨ȳ̋ϱȳΊʝẕμˌȳμẕμˌʝϿẕ˟˂̯̿Ίʝẕμˌʝẕʝ̨ʝΊ˂˟̯˂ẕͻˌ˟Ϋˌ˟̯˂ẕμˌΊʝȳμΫᵑẕ ΫẕμˌΊʝȳμΫẕ˟̯ʀΊʝȳΫʝ ˟̯ẕʽΊʝΆϋʝ̯ʀϿẕ
and intensity, it is not only critical, but a fundamental necessity to protect and defend against daily emerging phishing attacks.

Over the past decade, we have built an unrivaled standard of phishing expertise. Our goal is to contribute the phishing expertise 
necessary to turn humans around the world into the strongest link in the security chain, and to translate the resulting human efforts 
˟̯μ̿ẕ̨ȳʀˌ˟̯ʝẕ̋ʝȳΊ̯˟̯˂ᵐẕͻˌ˟Ϋˌ˟̯˂ẕμˌΊʝȳμẕ˟̯μʝ̋̋˟˂ʝ̯ʀʝᵐẕȳ̯ʌẕȳϋμ̨̿ȳμʝʌẕȳʀμ˟̯̿ᴒΫᴓᵑẕ

Ȅ˟μˌẕ̿ϋΊẕ˂̋̿ɹȳ̋ẕ̯ʝμϱ̿Ί̃ẕ̿ʽẕכיᵵẕ̨˟̋̋˟̯̿ẕˌϋ̨ȳ̯ẕΊʝͻ̿ΊμʝΊΫ, we crowdsource millions of suspicious enterprise emails that are processed, 
enriched, and analyzed by our unique intelligence insights. At times, even removing threats within seconds before users have the 
chance to interact with them.

CISCO FORTINET GOOGLE MIMECAST MICROSOFT PROOFPOINT SYMANTEC

Credential PhishingBEC Malware Threat Unavailable
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FIGURE 3: PERCENTAGE OF MALICIOUS EMAILS MISSED BY SEG IN 2022

Last year, we provided analysis on phishing threats with a 99.996% accuracy rate. Through our global network effect, we can identify 
trends and tactics and provide an understanding of what the phishing landscape will look like as we move forward in 2023. Our 
crowdsourced methodology provides an unparalleled aperture into the malicious emails that are reaching enterprise inboxes.

How did your SEG stack 
up? These are real 
threats detected by 
our Phishing Defense 
Center (PDC) that are 
bypassing your current 
email controls.

BASED ON OUR INTELLIGENCE, THE TOP FIVE HIGHLIGHTS OF THE EMAIL SECURITY LANDSCAPE ARE:

https://cofense.com/knowledge-center/signs-of-a-phishing-email/
https://cofense.com/why-cofense/global-intelligence-network/
https://cofense.com/why-cofense/global-intelligence-network/


https://cofense.com/threats/credential-theft/
https://cofense.com/threats/ransomware/
https://cofense.com/threats/business-email-compromise/
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FIGURE 5: TOP 5 MALWARE FAMILIES IN 2022
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The continued position of Emotet (and consequently malware loaders, which are often the first 
Ϋμȳ˂ʝẕ̿ʽẕȳẕʀ̨̿ͻΊ̨̿˟Ϋʝᴓẕȳμẕμˌʝẕμ̿ͻẕ̿ʽẕμˌʝẕ̋˟Ϋμẕ˟ΫẕȳẕμʝΫμȳ̨ʝ̯μẕμ̿ẕ˟μΫẕ̿ϋμΫʀȳ̋˟̯˂ẕ̿ʽẕȳ̋̋ẕ̿μˌʝΊẕ̨ȳ̋ϱȳΊʝᴨ
delivery campaigns. There was an overall increase in volume for keyloggers and Remote 
ʀʀʝΫΫẕǕΊ̿˻ȳ̯Ϋẕᴒƺ ǕΫᴓᵑẕĂ̯ʽ̿Ί̨ȳμ˟̯̿ẕΫμʝȳ̋ʝΊΫẕΫȳϱẕμˌʝẕ̋ȳΊ˂ʝΫμẕ˟̯ʀΊʝȳΫʝẕϱ˟μˌẕ̨ȳ̋ϱȳΊʝẕʽȳ̨˟̋˟ʝΫẕ̋˟̃ʝẕ
Æ̿Ί̨]̿̿̃ẕɹʝ˟̯˂ẕˌ˟˂ˌẕʀ̨̨̿̿ʌ˟μ˟ʝΫẕ˟̯ẕμˌʝẕͻˌ˟Ϋˌ˟̯˂ẕμˌΊʝȳμẕ̋ȳ̯ʌΫʀȳͻʝᵑẕȄʝẕʀ̯̿μ˟̯ϋʝʌẕμ̿ẕϱȳμʀˌẕ
Snake Keylogger in 2022, which is a staple in the phishing threat landscape as it is a keylogger 
ϱΊ˟μμʝ̯ẕ˟̯ẕᵑŧ{ǕᵑẕĂμẕʀȳ̯ẕ̨̯̿˟μ̿ΊẕȳẕϋΫʝΊᴿΫẕ̃ʝϿΫμΊ̿̃ʝΫᵐẕΫʀȳ̯ẕȳͻͻ̋˟ʀȳμ˟̯̿Ϋẕμ̿ẕΫμʝȳ̋ẕΫȳϭʝʌẕʀΊʝʌʝ̯μ˟ȳ̋Ϋᵐẕ
and exfiltrate this data through a variety of protocols. Although it is not as popular as other malware families such as FormBook or 

Agent Tesla, it did maintain a significant presence throughout 2022, and 
its usage continues to increase. This banking trojan malware type passed 
RATs due to a high volume of QakBot phishing emails. Despite not having 
as high of volume as others in the Top 5, Qakbot remains at the top of our 
list of families to watch since it has been far more successful at bypassing 
Ǉ{ÊΫẕȳ̯ʌẕΊʝȳʀˌ˟̯˂ẕ˟̯ɹ̿ϺʝΫᵑẕ

FIGURE 6: MALWARE CHARACTERISTICS

MALWARE FAMILY INFORMATION KEYLOGGING REMOTE ACCESS LOADER 
CAPABILITIES

BACKDOOR 
CONTROLS

Emotet/Geodo

FormBook

Agent Tesla

Snake

QakBot

Want more detailed insights 
on Emotet and QakBot? 
Make sure you read the 
strategic analysis starting 
on page 15!

Figure 6 shows the most common characteristics 
of each malware family and the capabilities that 
we observed in phishing campaigns of malicious 
emails that would have reached inboxes.

https://cofense.com/blog/the-evolution-of-emotet-malware/
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TOP FIVE  BEC Continues to be One of the Top Cybercrimes for the 
8th Year in a Row Related to Financial Losses
In 2022, ]ϋΫ˟̯ʝΫΫẕ{̨ȳ˟̋ẕę̿ͻΊ̨̿˟Ϋʝẕᴒ]{eᴜ continued to be one of the leading cybercrimes related to financial losses for the 8th year 
˟̯ẕȳẕΊ̿ϱᵑẕȄ˟μˌẕ]{eẕΊʝΫͻ̯̿Ϋ˟ɹ̋ʝẕʽ̿Ίẕɹ˟̋̋˟̯̿Ϋẕ˟̯ẕ˂̋̿ɹȳ̋ẕ̋̿ΫΫʝΫẕϱ˟μˌẕϭ˟ʀμ˟̨Ϋẕ˟̯ẕונṣẕ̿ʽẕμˌʝẕϱ̿Ί̋ʌᵐẕ˟μᴿΫẕ̯̿ẕϱ̯̿ʌʝΊẕΫʀȳ̨̨ʝΊΫẕ̿ϋμΫ˟ʌʝẕ̿ʽẕŧ˟˂ʝΊ˟ȳẕ
ˌȳϭʝẕΫμȳΊμʝʌẕμȳ̃˟̯˂ẕ̯̿μ˟ʀʝẕ̿ʽẕμˌʝẕΫϋʀʀʝΫΫʝΫẕ̿ʽẕ]{eᵑẕȄˌ˟̋ʝẕǇ{ÊΫẕˌȳϭʝẕʝϭ̿̋ϭʝʌẕʽΊ̨̿ẕΫͻȳ̨ẕʽ˟̋μʝΊΫẕμ̿ẕ̯̿ϱẕɹʝ˟̯˂ẕϋΫʝʌẕμ̿ẕʌʝμʝʀμẕȳ̯ʌẕͻ̿μʝ̯μ˟ȳ̋̋Ͽẕ
block malware, malicious links, and ransomware attacks, many fail at detecting conversational-based phishing attacks such as this. 

Over the last year, BEC actors attacked with many different techniques, including requesting checks, wire transfers, payroll 
ʌ˟ϭʝΊΫ˟̯̿Ϋᵐẕȳ̯ʌẕ˂˟ʽμẕʀȳΊʌΫᵑẕȄˌ˟̋ʝẕ̨ȳ̯Ͽẕ̿ʽẕμˌʝΫʝẕμʝʀˌ̯˟ΆϋʝΫẕȳΊʝẕ̯̿μˌ˟̯˂ẕ̯ʝϱᵐẕϱʝẕˌȳϭʝẕ̿ɹΫʝΊϭʝʌẕȳẕʀ̯̿μ˟̯ϋʝʌẕɹ̋ʝ̯ʌ˟̯˂ẕ̿ʽẕμȳʀμ˟ʀΫẕμ̿ẕ
make detection and mitigation even more difficult for organizations. By using and blending these attacks, threat actors continue to 
ɹϿͻȳΫΫẕǇ{ÊΫẕμ̿ẕ̨ȳ̯˟ͻϋ̋ȳμʝẕϋΫʝΊΫẕ˟̯μ̿ẕΫʝ̯ʌ˟̯˂ẕɹ˟̋̋˟̯̿Ϋẕ̿ʽẕʌ̿̋̋ȳΊΫẕϿʝȳΊẕȳʽμʝΊẕϿʝȳΊᵑẕ

Successfully Bypassing Two-Factor Authentication (2FA) to Gain Access to Accounts 

By putting the “compromise” in BEC, threat actors continued to use credential phishing attacks to gain access to organization inboxes 
μ̿ẕͻʝΊʽ̿Ί̨ẕ̨ȳ̯ᴨ˟̯ᴨμˌʝᴨ̨ȳ˟̋ɹ̿Ϻẕᴒş˟Ǖşɹ̿Ϻᴓẕȳμμȳʀ̃Ϋᵑẕż̯ʀʝẕȳ̯ẕȳμμȳʀ̃ʝΊẕ˂ȳ˟̯ΫẕȳʀʀʝΫΫẕμ̿ẕȳ̯ẕ̿Ί˂ȳ̯˟Еȳμ˟̯̿ᴿΫẕʝ̨ȳ˟̋ẕȳʀʀ̿ϋ̯μᵐẕμˌʝϿẕϱ˟̋̋ẕ
routinely create email forward rules to monitor all traffic coming in and out of the account. In some cases, they will create rules that 
include the words “purchase order,” “invoice,” or other financially based transactions between clients. 

Once the threat actors identify an invoice or opportunity to re-route the transaction, the threat actors pounce, replying to the known 
and trusted email thread with new information. In some cases, this will come from a look-alike domain, and in other cases this 
will come from the compromised infrastructure itself. By modifying and forging invoices with new banking and account numbers, 
scammers are able to re-route business transactions and invoices to accounts under their control. Unfortunately, many of these 
attacks are caught too late for a successful financial reversal. 

ż̯ʝẕ̿ʽẕμˌʝẕɹʝΫμẕϱȳϿΫẕμ̿ẕ̨˟μ˟˂ȳμʝẕȳ˂ȳ˟̯ΫμẕμˌʝΫʝẕȳμμȳʀ̃Ϋẕ˟Ϋẕμ̿ẕϋΫʝẕμϱ̿ᴨʽȳʀμ̿Ίẕȳϋμˌʝ̯μ˟ʀȳμ˟̯̿ẕᴒחÆ ᴜᵐẕȳΫẕμˌʝẕΊʝΆϋ˟Ίʝ̨ʝ̯μẕʽ̿ΊẕȳẕΫʝʀ̯̿ʌẕ
piece of information makes it virtually impossible to log into an account without the second piece of information. However, in 
2022, Microsoftẕͻϋɹ̋˟Ϋˌʝʌẕȳẕμʝʀˌ̯˟ΆϋʝẕϋΫʝʌẕɹϿẕΫʀȳ̨̨ʝΊΫẕʀȳ̋̋ʝʌẕȳʌϭʝΊΫȳΊϿᴨ˟̯ᴨμˌʝᴨ̨˟ʌʌ̋ʝẕᴒ ˟ǕşᴜẕμˌȳμẕΫϋʀʀʝΫΫʽϋ̋̋ϿẕɹϿͻȳΫΫʝΫẕחÆ ẕ
authentication. Through hijacking the session cookie, BEC attackers are able to gain access to the user’s account. 

Payroll Diversion Attacks Still Flying Under the Radar 

ᵃ ΊʝẕϿ̿ϋẕ˟̯ẕμˌʝẕ̿ʽʽ˟ʀʝᴌẕĂẕ̯ʝʝʌẕμ̿ẕϋͻʌȳμʝẕ̨Ͽẕʌ˟Ίʝʀμẕʌʝͻ̿Ϋ˟μᵑẕeȳ̯ẕĂẕͻΊ̿ϭ˟ʌʝẕȳẕϭ̿˟ʌʝʌẕʀˌʝʀ̃ᴌᵄẕ˟ΫẕΫμ˟̋̋ẕȳẕμʝʀˌ̯˟ΆϋʝẕϋΫʝʌẕɹϿẕ]{eẕȳʀμ̿ΊΫẕ
today. Dubbed payroll diversion scams, threat actors target Human Resources departments that have financial authority to change 
μˌʝẕʽ˟̯ȳ̯ʀ˟ȳ̋ẕΊʝʀ̿ΊʌΫẕ̿ʽẕʝ̨ͻ̋̿ϿʝʝΫᵑẕȄˌ˟̋ʝẕȳμμȳʀ̃ʝΊΫẕ̨ȳʌʝẕȳẕΫˌ˟ʽμẕ˟̯ẕ̨˟ʌẕךזוחẕμ̿ẕμȳΊ˂ʝμẕʝ̯μʝΊͻΊ˟ΫʝΫẕȳ̯ʌẕʀ̿Ίͻ̿Ίȳμ˟̯̿ΫᵐẕμˌʝΫʝẕȳμμȳʀ̃Ϋẕ
̋ȳΊ˂ʝ̋Ͽẕ˂̿ẕϋ̯Ίʝͻ̿Ίμʝʌẕʌϋʝẕμ̿ẕμˌʝẕΫȳ̨ʝẕΫμ˟˂̨ȳΫẕȳ̯ʌẕ̋̿ϱʝΊẕ̋̿ΫΫʝΫẕȳΫẕ˂˟ʽμẕʀȳΊʌẕΫʀȳ̨ΫᵑẕȄʝẕʀ̯̿μ˟̯ϋʝʌẕμ̿ẕμΊȳʀ̃ẕϱȳϭʝẕȳʽμʝΊẕϱȳϭʝẕ̿ʽẕ
payroll diversion attacks through our Cofense Reporter™ submissions from customers, meaning these attacks are still successfully 
bypassing email gateways. 

Are you in 
the office? I 
need to update 
my direct deposit. 
Can I provide a voided 
check?
 

BEC THREAT TECHNIQUE

https://cofense.com/threats/business-email-compromise/
https://www.microsoft.com/en-us/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-entry-point-to-further-financial-fraud/
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FIGURE 7: BEC DOMAINS
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Law Enforcement’s Takedown of Cybercrime

Although BEC, ransomware, and other cybercrime operations carried on through 2022, our research indicated that threat actors 
felt pressure from the arrests as law enforcement agencies worldwide made significant strides combating cyber threat actors. 
Authorities arrested individuals suspected of involvement in the LockBit ransomware and JabberZeus banking trojan operations. 
The FBI infiltrated the Hive ransomware group starting in July, ultimately leading to the takedown of the entire operation in January 
2023. Authorities in several countries arrested dozens of suspected BEC perpetrators, as well. Ransomware attacks and payouts both 
μΊʝ̯ʌʝʌẕʌ̿ϱ̯ϱȳΊʌẕʀ̨̿ͻȳΊʝʌẕμ̿ẕזחוחᵑẕĂʽẕȳϋμˌ̿Ί˟μ˟ʝΫẕʀ̯̿μ˟̯ϋʝẕμ̿ẕ̨ȳ̃ʝẕˌ˟˂ˌᴨ˟̨ͻȳʀμẕȳΊΊʝΫμΫᵐẕϱʝẕʝϺͻʝʀμẕμ̿ẕΫʝʝẕ̨̿Ίʝẕʌ̿ϱ̯ϱȳΊʌẕͻΊʝΫΫϋΊʝẕ
̯̿ẕͻˌ˟Ϋˌ˟̯˂ẕμˌΊʝȳμΫᵐẕȳΫẕȳʀμ̿ΊΫẕϱ˟̋̋ẕɹʝẕʽ̿Ίʀʝʌẕμ̿ẕȳʌȳͻμᵐẕˌȳΊʌʝ̯ẕμˌʝ˟Ίẕ̿ͻʝΊȳμ˟̯̿Ϋẕȳ˂ȳ˟̯Ϋμẕ˟̯μʝ̋̋˟˂ʝ̯ʀʝẕʝʽʽ̿ΊμΫẕȳ̯ʌᴤ̿Ίẕʌʝʀʝ̯μΊȳ̋˟Еʝᵑẕ

SCAMMING THE SCAMMERS

To dig deeper into this conversational tactic, we spent some time interacting with real emails reported by users. In phases one 
and two of a multi-part study into the criminal ecosystem of gift card attacks, we responded to BEC phishing attacks to gauge 
the level of interaction from the scammers. During this phase of the research, we wanted to see how many responses it took to 
identify the cash out method for BEC attacks. 

In phase one where we simply analyzed the delivery email, 6% of the analyzed emails presented themes of gift cards in the initial 
phish. In phase two, we responded to the scammers to try and identify the phishing theme. In 22% of these cases, we were able 
to identify gift card requests from the scammers. The significant jump signifies that for most gift card BEC attacks, scammers 
are looking for a response prior to asking for gift cards. 

Attackers Still Request Gift Cards in 2022 

In part three of our gift card study, we launched a successful counter-operation against BEC actors to better understand the 
gift card ecosystem plaguing organizations and small businesses. Just like many types of BEC attacks, scammers pretend to 
be someone in the organization with authority, asking for a quick or urgent task to be done. Once the user confirms, they’re 
instructed to go to a retail store to purchase gift cards in different denominations. In some cases, attackers request the users’ 
phone numbers to move the conversation outside of an organization’s security structure and detection. 

]ϋμẕϱˌȳμẕˌȳͻͻʝ̯Ϋẕϱˌʝ̯ẕΫʀȳ̨̨ʝΊΫẕȳΫ̃ẕʽ̿Ίẕ˂˟ʽμẕʀȳΊʌΫᴌ And more importantly, what happens when they receiveẕ˂˟ʽμẕʀȳΊʌΫᴌẕȄʝẕ
μ̿̿̃ẕ֯ווכẕʌ̿̋̋ȳΊΫẕ̿ʽẕ˂˟ʽμẕʀȳΊʌΫẕȳ̯ʌẕ˂ȳϭʝẕμˌʝ̨ẕμ̿ẕμˌʝẕΫʀȳ̨̨ʝΊΫᵑẕȄʝẕϱȳ̯μʝʌẕμ̿ẕΫʝʝẕϱˌȳμẕμˌʝẕʀ̯̿ϭʝΊΫȳμ˟̯̿Ϋẕ̋̿̿̃ʝʌẕ̋˟̃ʝᵐẕˌ̿ϱẕ
quickly they were cashed out, and what insights we could gather from the research. Here is what we learned. 

Æ̿ΊẕμˌʝẕΊʝΫʝȳΊʀˌᵐẕϱʝẕϋΫʝʌẕ֯כחẕϱ̿Ίμˌẕ̿ʽẕ˂˟ʽμẕʀȳΊʌΫẕ˟̯ẕʝȳʀˌẕͻˌ˟ΫˌᵑẕȄˌ˟̋ʝẕΫʀȳ̨̨ʝΊΫẕμϿͻ˟ʀȳ̋̋ϿẕȳΫ̃ʝʌẕʽ̿Ίẕ֯ווכẕ̿Ίẕ֯זᵐוווẕʌ̿̋̋ȳΊΫẕ˟̯ẕ
˂˟ʽμẕʀȳΊʌΫᵐẕ̿ϋΊẕΊʝΫʝȳΊʀˌʝΊΫᴿẕμΊϋʝẕ˟̯μʝ̯μẕϱȳΫẕμ̿ẕ˂ʝμẕʀȳΊʌΫẕ˟̯ẕ̋ȳΊ˂ʝΊẕʌʝ̨̯̿˟̯ȳμ˟̯̿ΫᵐẕΫϋʀˌẕȳΫẕ֯ווזᵑẕĂμẕϱȳΫẕΫϋΊͻΊ˟Ϋ˟̯˂̋Ͽẕʌ˟ʽʽ˟ʀϋ̋μẕμ̿ẕ˂ʝμẕ
the scammers to accept a $25 gift card as it broke their script and thought process for what was normally received, causing 
them to question the legitimacy of the funds soon to be stolen. Secondly, once the cards were sent the entire workflow was 
ẕˌ̿ϋΊΫẕ̿Ίẕ̋ʝΫΫẕʽ̿ΊẕμˌʝẕʀȳΊʌẕμ̿ẕɹʝẕΫμ̿̋ʝ̯ᵐẕΫ̿̋ʌᵐẕμˌʝ̯ẕΊʝᴨ̋ȳϋ̯ʌʝΊʝʌẕ˟̯μ̿ẕͻϋΊʀˌȳΫ˟̯˂ẕ̿μˌʝΊẕ˂̿̿ʌΫẕ̯̿̋˟̯ʝᵑẕȄʝẕ˟ʌʝ̯μ˟ʽ˟ʝʌẕμ̿ϿẕΫμ̿ΊʝΫᵐẕךח
greeting card stores, Amazon, and several other strange purchases once the cards were sold. 

What do you get when 
you analyze 10,000 
email accounts used 
to send over 25,000 
emails? You get visibility 
into which type of email 
accounts used by threat 
actors go undetected. 

Also noteworthy, we 
saw that nine different 
customers received 
an email from the 
same email address, 
which is clearly a 
spoofed domain.

https://cofense.com/wp-content/uploads/2022/07/Strategic-Analysis-BEC-Tactics-and-Trends-of-the-Most-Costly-Email-Threat.pdf
https://cofense.com/wp-content/uploads/2022/07/Strategic-Analysis-BEC-Tactics-and-Trends-of-the-Most-Costly-Email-Threat.pdf
https://cofense.com/wp-content/uploads/2022/07/Strategic-Analysis-BEC-Tactics-and-Trends-of-the-Most-Costly-Email-Threat.pdf
https://cofense.com/wp-content/uploads/2022/07/Strategic-Analysis-BEC-Tactics-and-Trends-of-the-Most-Costly-Email-Threat.pdf
https://cofense.com/blog/this-is-what-happens-when-you-give-scammers-500-worth-of-gift-cards/
https://cofense.com/blog/this-is-what-happens-when-you-give-scammers-500-worth-of-gift-cards/


https://cofense.com/blog/phishing-campaigns-abusing-web3-platforms-increases-482-in-2022/
https://cofense.com/blog/phishing-campaigns-abusing-web3-platforms-increases-482-in-2022/
https://cofense.com/blog/cofense-intelligence-strategic-analysis/
https://cofense.com/blog/cofense-intelligence-strategic-analysis/


2023 Cofense Annual State of Email Security Report  •  10SECTION 2

Downstream Impacts, Ransomware
The FBI’s 2022 ICS report states that phishing email is the top crime for ransomware that targets 
organizations around the world. Ransomware is a primary downstream impact from email-based 
threats. In one common scenario, other malware families are delivered initially to gain a foothold, then 
followed by installation of ransomware anywhere from hours to weeks later. In another scenario, a 
credential phishing email campaign gives the threat actor credentials they can use to access systems 
to deploy ransomware directly. In both cases, it is important to look upstream at the chain of events 
that led to the ransomware and determine the payloads delivered within the email. 

Ă̯ẕזחוחᵐẕμˌʝΊʝẕϱʝΊʝẕϱʝ̋̋ᴨ̯̃̿ϱ̯ẕ˟̯Ϋμȳ̯ʀʝΫẕ̿ʽẕ]ȳЕȳΊ]ȳʀ̃ʌ̿̿Ίẕɹʝ˟̯˂ẕϋΫʝʌẕμ̿ẕʌʝ̋˟ϭʝΊẕΊȳ̯Ϋ̨̿ϱȳΊʝᵑẕ
However, in 2022 there was a combination of phishing threats and we cannot point to one 
single major malware used to deliver ransomware. Rather than focusing on the outcome such as 
ransomware, readers should focus on credential phishing, delivery mechanisms, and the malware 
type known as “loaders” which can be used to deliver ransomware. It is preferred to use tools to 
help prevent the delivery of malicious-based emails. Operators of malware families like Emotet and 
Qakbot that offer the services of installing other malware on already-compromised computers (called 
ᵃ̨ȳ̋ϱȳΊʝᴨ˟̯Ϋμȳ̋̋ȳμ˟̯̿ẕȳΫẕȳẕΫʝΊϭ˟ʀʝᵄᴓẕȳΊʝẕͻΊ˟̨ʝẕ̿ͻμ˟̯̿Ϋẕʽ̿ΊẕΊȳ̯Ϋ̨̿ϱȳΊʝẕ̿ͻʝΊȳμ̿ΊΫ μ̿ẕ˂ȳ˟̯ẕ˟̯˟μ˟ȳ̋ẕʝ̯μΊϿᵑẕ
ǕˌʝΫʝẕΫʝΊϭ˟ʀʝΫẕɹʝʀ̨̿ʝẕͻȳΊμ̯ʝΊẕ̿Ίẕᵃȳʽʽ˟̋˟ȳμʝΫᵄẕ˟̯ẕȳẕΊȳ̯Ϋ̨̿ϱȳΊʝẕ̿ͻʝΊȳμ˟̯̿ᵑẕĂ̯ẕŧ̿ϭʝ̨ɹʝΊẕ̿ʽẕחחוחᵐẕ
Qakbot was identified as the primary malware foothold used by the Black Basta ransomware gang. 

Ȅˌ˟̋ʝẕ˟μẕ˟ΫẕʀΊ˟μ˟ʀȳ̋ẕμ̿ẕ̨̯̿˟μ̿Ίẕʽ̿ΊẕΊȳ̯Ϋ̨̿ϱȳΊʝẕȳμẕμˌʝẕʝ̯ʌͻ̿˟̯μᵐẕΫʝʀϋΊ˟μϿẕμʝȳ̨Ϋẕ̨ȳϿẕΊʝʌϋʀʝẕμˌʝẕ
frequency and impact of endpoint events by focusing on credential phishing and an early-stage 
̨ȳ̋ϱȳΊʝẕʽΊ̨̿ẕ̨ȳ̋˟ʀ˟̿ϋΫẕʝ̨ȳ˟̋ẕʀȳ̨ͻȳ˟˂̯Ϋẕμˌȳμẕʀȳ̯ẕ˟̯ẕμϋΊ̯ẕɹʝẕϋΫʝʌẕμ̿ẕʌʝ̋˟ϭʝΊẕΊȳ̯Ϋ̨̿ϱȳΊʝᵑẕȄʝẕ
analyze these threats at great lengths and provide unique human-vetted expertise and analysis with 
ȳʀμ˟̯̿ȳɹ̋ʝẕ˟̯Ϋ˟˂ˌμΫᵑẕȄʝẕμΊʝȳμẕʝȳʀˌẕ̨ȳ̋ϱȳΊʝẕ˟̯ʽʝʀμ˟̯̿ẕȳΫẕȳẕͻ̿μʝ̯μ˟ȳ̋ẕϭʝʀμ̿Ίẕʽ̿ΊẕʽϋμϋΊʝẕΊȳ̯Ϋ̨̿ϱȳΊʝẕ
attacks, reverse engineer the payloads and trace the steps that led to the infection to enable our 
customers to determine the flaws in their defenses and prevent phishing attacks. Using solutions 
such as Cofense Intelligence to help detect and prevent infections, while training employees to 
recognize and avoid interacting with malicious content can provide an intuitive line of protection that 
machines are not capable of. Phishing tactics are always evolving and becoming more complex. 

Big Breaches 
Data breaches in 2022 seemed to come fast and furious, impacting several high-profile brands in the security sector including Cisco, 
Okta and LastPass. Large data breaches like this can be part of a cyclical pattern that involves phishing, since data breaches can 
begin with a phishing attack or contribute to future phishing activity. 

ᴸ	 In May 2022, Cisco experienced a cyberattack where the attacker had to go to extreme lengths to hack into an employee’s 
ͻʝΊΫ̯̿ȳ̋ẕÊ̿̿˂̋ʝẕȳʀʀ̿ϋ̯μẕμˌȳμẕʀ̯̿μȳ˟̯ʝʌẕͻȳΫΫϱ̿ΊʌΫẕΫϿ̯ʀʝʌẕʽΊ̨̿ẕμˌʝ˟ΊẕϱʝɹẕɹΊ̿ϱΫʝΊᵑẕ]ʝΫ˟ʌʝΫẕμˌʝẕʀΊʝʌʝ̯μ˟ȳ̋ẕμˌʝʽμᵐẕμˌʝΊʝẕϱȳΫẕȳ̯ẕ
ȳʌʌ˟μ˟̯̿ȳ̋ẕʝ̋ʝ̨ʝ̯μẕ̿ʽẕͻˌ˟Ϋˌ˟̯˂ẕʀȳ̋̋ʝʌẕϭ˟Ϋˌ˟̯˂ẕᴒϭ̿˟ʀʝẕͻˌ˟Ϋˌ˟̯˂ᴓẕȳ̯ʌẕ̨ϋ̋μ˟ᴨʽȳʀμ̿Ίẕȳϋμˌʝ̯μ˟ʀȳμ˟̯̿ẕᴒşÆ ᴜẕʽȳμ˟˂ϋʝẕϱˌʝΊʝẕμˌʝẕμˌΊʝȳμẕȳʀμ̿Ίẕ
prompt bombs the user with a flood of user authentications in hopes they will enable the attacker to gain unauthorized access. 
Once the threat actor has a foothold, they build their own backdoor accounts for access. 

ᴸ	 Ă̯ẕ ϋ˂ϋΫμẕחחוחᵐẕμˌʝẕż̃μȳẕʝϭʝ̯μẕ̿ʀʀϋΊΊʝʌẕϱˌʝΊʝẕμˌΊʝȳμẕȳʀμ̿ΊΫẕ̿ɹμȳ˟̯ʝʌẕʀΊʝʌʝ̯μ˟ȳ̋Ϋẕȳ̯ʌẕϋ̯ȳϋμˌ̿Ί˟ЕʝʌẕȳʀʀʝΫΫẕμ̿ẕȄ̿Ί̃ʽ̿ΊʀʝẕĂʌʝ̯μ˟μϿẕ
e̋̿ϋʌẕᴒȄĂeᴜẕΊʝͻ̿Ϋ˟μ̿Ί˟ʝΫẕˌ̿Ϋμʝʌẕ˟̯ẕÊ˟μÞϋɹẕȳ̯ʌẕʀ̿ͻ˟ʝʌẕΫ̿ϋΊʀʝẕʀ̿ʌʝᵑẕpȳϿΫẕȳʽμʝΊẕμˌʝẕż̃μȳẕʝϭʝ̯μᵐẕŔȳΫμƲȳΫΫẕˌȳʌẕȳ̯ẕ˟̯ʀ˟ʌʝ̯μẕϱˌʝΊʝẕ
credentials were obtained to extract information from a backup stored in a cloud-based storage service. The adversary copied 
customer vault data which was stored in a “proprietary binary format” that contained unencrypted data, website URLs, usernames 
and passwords, secure notes, and form-filled data. 

ᴸ	 In August 2022, LastPass’ incident opened the door to an even larger data breach in December which included user account 
information, billing, email addresses, telephone numbers and IP addresses. LastPass’ big data breach affected users across their 
product suite, eventually disclosing loss of source code.

In 2022, threat 
actors used a 
combination 
of phishing 
threats and we 
cannot point 
to one single 
major malware 
used to deliver 
ransomware.

 SECTION 2

PHISH SWIMMING IN MURKY WATERS 

https://cofense.com/threats/ransomware/


https://cofense.com/blog/russia-ukraine-conflict-leverages-phishing-themes/
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Adobe is the Top Domain Abused to Deliver Phishing Emails
In 2022, Cofense Intelligence reported that the abuse of hosting providers to deliver malicious files has become a popular method for 
μˌΊʝȳμẕȳʀμ̿ΊΫẕμ̿ẕɹϿͻȳΫΫẕΫʝʀϋΊ˟μϿẕȳ̯ʌẕʌʝ̋˟ϭʝΊẕ̨ȳ̋ϱȳΊʝẕ˟̯ẕʀΊʝʌʝ̯μ˟ȳ̋ẕͻˌ˟Ϋˌ˟̯˂ẕȳμμȳʀ̃ΫẕȳΫẕΫʝʝ̯ẕ˟̯ẕÆ˟˂ϋΊʝẕוזᵑẕĂμẕ˟Ϋẕʀ̨̨̯̿̿ẕμ̿ẕΫʝʝẕμΊϋΫμʝʌẕ
ʀ̋̿ϋʌẕͻΊ̿ϭ˟ʌʝΊΫẕ̋˟̃ʝẕ ̨ȳЕ̯̿ẕ ȄǇᵐẕÊ̿̿˂̋ʝᵐẕǇˌȳΊʝƲ̿˟̯μᵐẕȳ̯ʌẕ̿μˌʝΊẕϱʝ̋̋ᴨ̯̃̿ϱ̯ẕ̿Ί˂ȳ̯˟Еȳμ˟̯̿ΫẕΫϋʀˌẕȳΫẕ ʌ̿ɹʝẕȳɹϋΫʝʌẕɹϿẕμˌΊʝȳμẕȳʀμ̿ΊΫᵑẕ
Lately, a wider variety of less-common hosting providers have been seen. In some cases, fake providers have been created by threat 
actors such as Clickfunnels.com domains. Threat actors abuse legitimate services such as Dropbox, DocuSign, and other legitimate 
and trusted domain names in order to ensure malicious emails reach inboxes.

FIGURE 10: TOP DOMAINS ABUSED IN PHISHING EMAILS REACHING INBOXES

ADOBE

5.52%

4.15%

3.60%

1.32% 1.26% 1.16% 1.08% 1.02%
0.93%

0%

1%

2%

3%

4%

5%

6%

SHAREPOINT GOOGLE CANVA AMAZON AWS EVERNOTE DROPBOX BOX MICROSOFT CLICKFUNNELS
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FIGURE 11: TOP LEVEL DOMAINS (TLDS) USED IN CREDENTIAL PHISHING IN 2022
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https://cofense.com/blog/the-tactics-of-a-prolific-phishing-campaign-abusing-dropbox/


https://cofense.com/blog/emotet-spoofs-irs-in-tax-season-themed-phishing-campaign/
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Return of Emotet Phishing Emails 

In the beginning of Q3, we saw large volumes of Emotet emails, until around mid-July when the campaign activity ceased. Later in 
żʀμ̿ɹʝΊẕȳ̯ʌẕŧ̿ϭʝ̨ɹʝΊᵐẕϱʝẕΫȳϱẕȳẕΫϋʌʌʝ̯ẕ˟̯ʀΊʝȳΫʝẕ˟̯ẕ{̨̿μʝμẕeחẕμΊȳʽʽ˟ʀᵑẕ{̨̿μʝμẕɹʝ˂ȳ̯ẕΫʝ̯ʌ˟̯˂ẕ̨ȳ̋˟ʀ˟̿ϋΫẕʝ̨ȳ˟̋ΫẕȳʽμʝΊẕμˌΊʝʝẕ̨̯̿μˌΫẕ̿ʽẕ
relative inactivity. It is suspected that Emotet authors were using their downtime to make significant changes intended to improve the 
effectiveness of their malware delivery campaigns. In the past, Emotet authors have been known to make significant changes to the 
malware’s delivery methods before coming back from extended hiatus.

Malware Foothold: QakBot

Cofense Intelligence identified QakBot as one of the malware families to watch in 2022. Throughout the year, it was the top malware 
ʽȳ̨˟̋ϿẕΫʝʝ̯ẕ˟̯ẕͻˌ˟Ϋˌ˟̯˂ẕʝ̨ȳ˟̋ΫẕΊʝͻ̿Ίμʝʌẕμ̿ẕμˌʝẕe̿ʽʝ̯ΫʝẕƲˌ˟Ϋˌ˟̯˂ẕpʝʽʝ̯Ϋʝẕeʝ̯μʝΊẕᴒƲpeᴜẕʽΊ̨̿ẕ˟̯ɹ̿ϺʝΫᵑẕǕˌʝẕΫϋʀʀʝΫΫẕΊȳμʝẕ̿ʽẕμˌʝẕ
phishing emails reaching enterprise inboxes can be attributed to the use of hijacked email threads and embedded URLs, among other 
tactics, techniques, and procedures that are known to aid in bypassing security. In Q3 of 2022, threat actors using the new version 
5 of QakBot made several changes to their phishing tactics. The most notable new tactic employs attaching malicious HTML files 
to deliver the payload. This new tactic does not utilize an embedded payload or redirect URL, as typical of most malicious emails 
delivering via HTML file attachments. Instead, the malicious payload is hardcoded into the HTML file, dropping when the HTML is 
executed inside the browser. This makes the delivery mechanism versatile and stealthy. The HTML file drops the payload locally 
without having to reach out to an external resource. QakBot continues to evolve defensive mechanisms against malware analysis, 
and phishing emails delivering QakBot continue to successfully reach inboxes. This makes QakBot the malware family to continue to 
watch, especially since a successful QakBot infection can lead to more costly threats like ransomware.

The QakBot banking trojan, also known as QBot or Pinkslipbot, was first released in 2007 and has become a prominent threat that 
is effective at reaching users’ inboxes. Throughout 2022, we saw QakBot campaigns go to extensive lengths to bypass security 
measures, avoid detection, and obstruct analysis tactics. The most notable changes were to the delivery of the malware, but we 
also saw the malware itself receive updates particularly to the command-and-control servers when QakBot updated to version 5 
in September.

JAN FEB MAR APR MAY JUNE JULY AUG OCT DECSEPT NOV

QakBot undergoes its first 
major change in delivery 
mechanism since 2022 and 
begins to use Microsoft 
Windows Installer files (.MSI)

CVE-2022-30190 also 
known as the Follina 
exploit was abused 
in phishing emails 
delivering QakBot

The QakBot malware 
receives updates, 
the new variant 
is referred to as 
version 5

QakBot phishing 
campaigns begin to 
use LNK shortcut 
files (.LNK)

QakBot phishing 
emails begin to use 
HTML smuggling to 
deliver the malware

FIGURE 13: QAKBOT MALWARE FAMILY TIMELINE

ŧʝȳΊẕμˌʝẕɹʝ˂˟̯̯˟̯˂ẕ̿ʽẕחחוחᵐẕş˟ʀΊ̿Ϋ̿ʽμẕȳ̯̯̿ϋ̯ʀʝʌẕμˌʝϿẕϱ˟̋̋ẕɹʝẕʀˌȳ̯˂˟̯˂ẕμˌʝẕʌʝʽȳϋ̋μẕżʽʽ˟ʀʝẕΫʝμμ˟̯˂Ϋẕμ̿ẕɹ̋̿ʀ̃ẕȁ˟Ϋϋȳ̋ẕ]ȳΫ˟ʀẕʽ̿Ίẕ
ͻͻ̋˟ʀȳμ˟̯̿Ϋẕᴒȁ] ᴜẕ̨ȳʀΊ̿ΫẕʽΊ̨̿ẕʽ˟̋ʝΫẕʌ̿ϱ̯̋̿ȳʌʝʌẕʽΊ̨̿ẕμˌʝẕ˟̯μʝΊ̯ʝμẕϱˌ˟ʀˌẕϱȳΫẕʝϺͻʝʀμʝʌẕμ̿ẕʌ˟ΫΊϋͻμẕ̨ȳ̋˟ʀ˟̿ϋΫẕϋΫʝẕ̿ʽẕμˌʝẕ̨ȳʀΊ̿Ϋᵑẕ

As such, we saw major malware families such as QakBot seek new delivery mechanisms. More particularly, QakBot’s delivery 
methods changed drastically for the first time since June 2020. QakBot operators tried several new delivery mechanisms to deliver 
ȳ̯ʌẕ˟̯Ϋμȳ̋̋ẕμˌʝ˟Ίẕ̨ȳ̋ϱȳΊʝᵖẕş˟ʀΊ̿Ϋ̿ʽμẕȄ˟̯ʌ̿ϱΫẕĂ̯Ϋμȳ̋̋ʝΊẕᴒşǇĂẕʽ˟̋ʝΫᴓᵐẕŔŧŊẕΫˌ̿Ίμʀϋμẕʽ˟̋ʝΫᵐẕμˌʝẕÆ̿̋̋˟̯ȳẕʝϺͻ̋̿˟μẕᴒeȁ{ᴴחחוחᴴונזויᴜẕȳ̯ʌẕ
HTML smuggling.
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Noteworthy Mentions
Phishing Attacks Supported by Illicit Marketplaces – “Phishing as a Service (PaaS)”

For years, illicit online marketplaces have been a critical part of the phishing threat landscape, allowing threat actors to buy and sell 
access to compromised accounts and servers to phishing activity. This reality continued throughout 2022, as phishing threat actors 
presented a consistent demand for compromised email accounts and websites. As an illustration, we conducted a focused study of 
several publicly available online shops running a platform named Ofux, which offers everything a phishing threat actor might need: 
email sending capability, access to websites for hosting malicious content, and access to hacked individual email accounts. Threat 
actors who compromise accounts and websites may choose not to expand their efforts into phishing or spam operations, but these 
marketplaces still give them a chance to monetize their work. Meanwhile, buyers can take advantage of access to reputable assets 
at low prices. Further, the “Phishing as a Service” business model provides phishing kits and cybercriminals as a managed service for 
threats in today’s marketplace. Phishing campaigns that use such legitimate but compromised assets are more likely to reach targeted 
ϋΫʝΊΫᵐẕˌ˟˂ˌ̋˟˂ˌμ˟̯˂ẕμˌʝẕ̯ʝʝʌẕʽ̿ΊẕΊ̿ɹϋΫμẕʝ̨ȳ˟̋ẕʌʝʽʝ̯ΫʝΫᵐẕȳ̯ʌẕʝϭʝ̯ẕΫμΊ̯̿˂ʝΊẕʝ̨ͻ̋̿ϿʝʝᴤϋΫʝΊẕʝʌϋʀȳμ˟̯̿ᵑ

Conti Leaks Demonstrated Importance of Phishing in Ransomware Operations

Cofense Intelligence provided analysis on the e̯̿μ˟ẕƺȳ̯Ϋ̨̿ϱȳΊʝẕÊȳ̯˂ẕŔʝȳ̃Ϋẕ˟̯ẕחחוח, which became a valuable resource for security 
researchers. The leaks could also be used by threat actors with a desire to emulate Conti activity. Seeing the strategies, tactics, 
resources, profits, and daily discussions of a premier ransomware group could demystify their activities and convince others that a 
similar operation is feasible. 

The Conti leaks bore several important lessons for those defending against both ransomware and phishing. For us, the combined 
takeaway of these lessons is that phishing was central to Conti’s success. At the time of the leaks, they were continuing to invest 
massive resources into it as a pillar of their lucrative ransomware operation. 

ᴸ	 e̯̿μ˟ẕͻȳ˟ʌẕ̿ͻʝΊȳμ̿ΊΫẕ̿ʽẕ̨ȳ̋ϱȳΊʝẕΫϋʀˌẕȳΫẕ{̨̿μʝμẕȳ̯ʌẕǕΊ˟ʀ̃ɹ̿μẕμ̿ẕʀ̯̿ʌϋʀμẕͻˌ˟Ϋˌ˟̯˂ẕʀȳ̨ͻȳ˟˂̯Ϋẕȳ̯ʌẕʝΫμȳɹ̋˟Ϋˌẕʽ̿̿μˌ̿̋ʌΫẕ˟̯ẕμȳΊ˂ʝμẕ
organizations before distributing those footholds to a team of hackers who specialize in expanding access.

ᴸ	 Ǉ̨̿ʝẕ̿ʽẕe̯̿μ˟ᴿΫẕΫͻʝʀ˟ȳ̋˟ΫμΫẕϱʝΊʝẕ˟̯ϭ̿̋ϭʝʌẕ˟̯ẕʀΊȳʽμ˟̯˂ẕΫʝ̨˟ᴨΊȳ̯ʌ̨̿ẕͻˌ˟Ϋˌ˟̯˂ẕμʝ̨ͻ̋ȳμʝΫẕμ̿ẕ˟̯ʀΊʝȳΫʝẕϭ˟ʀμ˟̨ẕʀ̋˟ʀ̃ẕΊȳμʝΫᵑ
ᴸ	 e̯̿μ˟ẕ̨ʝ̨ɹʝΊΫẕȳ̯ʌẕȳʽʽ˟̋˟ȳμʝΫẕϱʝΊʝẕμˌ̿Ί̿ϋ˂ˌ̋Ͽẕȳμμʝ̯μ˟ϭʝẕμ̿ẕʝ̨ȳ˟̋ẕΫʝʀϋΊ˟μϿẕ̨ʝȳΫϋΊʝΫẕȳ̯ʌẕμʝΫμʝʌẕμ̿ẕ̨ȳ̃ʝẕΫϋΊʝẕμˌʝ˟Ίẕʝ̨ȳ˟̋ΫẕΊʝȳʀˌẕ

inboxes on popular platforms.
ᴸ	 e̯̿μ˟ᴿΫẕͻˌ˟Ϋˌ˟̯˂ẕȳ̯ʌẕ˟̯μΊϋΫ˟̯̿ẕ̿ͻʝΊȳμ̿ΊΫẕȳΊʝẕμȳϋ˂ˌμẕμ̿ẕͻȳϿẕȳμμʝ̯μ˟̯̿ẕμ̿ẕʀϿɹʝΊΫʝʀϋΊ˟μϿẕΊʝΫʝȳΊʀˌẕ̯̿ẕμˌʝ˟Ίẕ̿ϱ̯ẕȳʀμ˟ϭ˟μϿᵑ

This could potentially motivate new ransomware operators to enter the landscape, improve the operations of existing low-level 
Ίȳ̯Ϋ̨̿ϱȳΊʝẕ̿ͻʝΊȳμ̿ΊΫᵐẕȳ̯ʌᴤ̿Ίẕʝ̯μ˟ʀʝẕΊʝʀΊϋ˟μΫẕμ̿ẕ˻̿˟̯ẕͻˌ˟Ϋˌ˟̯˂ẕ̿ͻʝΊȳμ˟̯̿ΫẕμˌȳμẕΫϋͻͻ̿ΊμẕΊȳ̯Ϋ̨̿ϱȳΊʝᵑẕǕˌʝẕ̋ʝȳ̃Ϋẕ̨ȳϿẕȳ̋Ϋ̿ẕʀȳϋΫʝẕʝϺ˟Ϋμ˟̯˂ẕ
threat actors to become more concerned with the security of their operations.

https://cofense.com/blog/phishing-takeaways-from-the-conti-ransomware-leaks-part-3/
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Industry Overview

HEALTHCARE

ᴸ	 Þ˟μẕˌȳΊʌẕϱ˟μˌẕ]{e

ᴸ	 ƺʝΫ˟̋˟ʝ̯ʀʝẕ˟Ϋẕȳẕɹ˟μẕ̋̿ϱʝΊẕμˌȳ̯ẕμˌʝẕ̿ϭʝΊȳ̋̋ẕȳϭʝΊȳ˂ʝᵑẕǕˌ˟Ϋẕϱ̿Ί̃ʽ̿Ίʀʝẕμʝ̯ʌΫẕ
to be more likely to access email via mobile devices, with a lag in 
reporting time.

FINANCIAL 
SERVICES

ᴸ	 ÊΊʝȳμʝΫμẕϭ˟Ϋ˟ɹ˟̋˟μϿẕȳʀΊ̿ΫΫẕΫ˟̨ϋ̋ȳμ˟̯̿ẕȳ̯ʌẕμˌΊʝȳμΫẕΫʝʝ̯ẕɹϿẕƲpe

ᴸ	 Þ˟˂ˌʝΫμẕΊʝΫ˟̋˟ʝ̯ʀϿẕΊȳμʝẕʽ̿ΊẕΫ˟̨ϋ̋ȳμ˟̯̿ΫᵐẕʌΊ˟ϭʝ̯ẕɹϿẕȳẕ̨ȳμϋΊʝẕ
reporting culture

ᴸ	 Þ˟˂ˌ̋ϿẕΊʝ˂ϋ̋ȳμʝʌᵐẕʌΊ˟ϭ˟̯˂ẕΫʀʝ̯ȳΊ˟̿ẕʽΊʝΆϋʝ̯ʀϿ

UTILITIES
ᴸ	 ǕˌʝẕΫʝʀ̯̿ʌẕˌ˟˂ˌʝΫμẕμˌȳμẕ̿ɹΫʝΊϭʝʌẕᴾμˌΊʝȳμẕϋ̯ȳϭȳ˟̋ȳɹ̋ʝᵐᴿẕϱˌ˟ʀˌẕȳ̋˟˂̯Ϋẕ

with the geofencing or restricted user agents as this industry saw 
increased threats related to political tensions.

PROFESSIONAL
ᴸ	 Þ˟˂ˌʝΫμẕ]{eẕᴵẕיϺẕμˌʝẕ̿ϭʝΊȳ̋̋ẕȳϭʝΊȳ˂ʝẕ

ᴸ	 Ǉ˟˂̯˟ʽ˟ʀȳ̯μẕ˟̯ʀΊʝȳΫʝẕ˟̯ẕ]{eẕμˌΊʝȳμΫẕ̿ϭʝΊẕͻΊʝϭ˟̿ϋΫẕϿʝȳΊẕ

ᴸ	 ƺʝΫ˟̋˟ʝ̯ʀϿẕΊȳμʝẕ˟Ϋẕȳ̨̋̿Ϋμẕȳẕͻ̿˟̯μẕ̋̿ϱʝΊẕμˌȳ̯ẕμˌʝẕ̿ϭʝΊȳ̋̋ẕΊȳμʝ

REAL ESTATE

ᴸ	 Þ˟μẕˌȳΊʌẕϱ˟μˌẕʀΊʝʌʝ̯μ˟ȳ̋ẕͻˌ˟ΫˌẕᴪẕםẕͻʝΊʀʝ̯μȳ˂ʝẕͻ̿˟̯μΫẕȳɹ̿ϭʝẕμˌʝẕ
overall average

ᴸ	 ż̯ʝẕ̿ʽẕμˌʝẕ̋̿ϱʝΫμẕ˂Ί̿ϋͻΫẕʝϺͻʝΊ˟ʝ̯ʀ˟̯˂ẕ]{eᵐẕɹϋμẕϱ˟μˌẕμˌʝẕ̯ȳμϋΊʝẕ̿ʽẕ
their business model, more likely seeing more via SMS requests

GOVERNMENT ᴸ	 eΊʝʌʝ̯μ˟ȳ̋ẕͻˌ˟Ϋˌẕȳ̯ʌẕ]{eẕμ̿ͻẕμˌʝẕʀȳμʝ˂̿ΊϿẕ̨̿ΫμẕΫʝʝ̯ẕɹϿẕμˌ˟Ϋẕ˟̯ʌϋΫμΊϿ
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FIGURE 15: COFENSE PHISHING DEFENSE CENTER INDUSTRY TRENDS
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FIGURE 16: SIMULATION INDUSTRY TRENDS
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How to Enhance your Email Security 
Ȅ˟μˌẕμˌʝẕ˟̯ʀΊʝȳΫʝẕ˟̯ẕΊȳ̯Ϋ̨̿ϱȳΊʝᵐẕ̯ȳμ˟̯̿ẕΫμȳμʝẕȳμμȳʀ̃Ϋᵐẕȳ̯ʌẕ̨ȳ˻̿Ίẕ˟̯ʀ˟ʌʝ̯μΫẕ˟̯ẕ˂ʝ̯ʝΊȳ̋ᵐẕͻΊʝΫΫϋΊʝẕ
continues to drive visibility of an organization’s Information Security program by boards, corporate 
ʝϺʝʀϋμ˟ϭʝΫᵐẕȳ̯ʌẕʀϿɹʝΊẕ˟̯ΫϋΊʝΊΫᵑẕȄ˟μˌẕμˌ˟ΫẕͻΊʝΫΫϋΊʝᵐẕ̿Ί˂ȳ̯˟Еȳμ˟̯̿Ϋẕʀ̯̿μ˟̯ϋʝẕμ̿ẕʝϭȳ̋ϋȳμʝẕϱȳϿΫẕμ̿ẕ
mitigate risk and assess what controls need to be added or enhanced. By adding controls to their 
email security program, organizations can raise their overall security posture.

Ȅʝẕ̿ɹΫʝΊϭʝʌẕμˌȳμẕʀϋΫμ̨̿ʝΊΫẕϱ˟μˌẕȳẕʽϋ̋̋ẕEnd-to-End Email SecurityẕΫ̿̋ϋμ˟̯̿ᵐẕȳΫẕΫʝʝ̯ẕ˟̯ẕÆ˟˂ϋΊʝẕזmמ ẕˌȳϭʝẕ
ȳẕΊʝΫ˟̋˟ʝ̯ʀʝẕΊȳμʝẕʌ̿ϋɹ̋ʝẕμˌȳμẕ̿ʽẕʀϋΫμ̨̿ʝΊΫẕϱ˟μˌẕΫ˟̨ϋ̋ȳμ˟̯̿ᴨ̯̿̋ϿẕͻΊ̿˂Ίȳ̨ΫᵑẕȄʝẕʀ̯̿μ˟̯ϋʝẕμ̿ẕʝ̯ʀ̿ϋΊȳ˂ʝẕ
̿Ί˂ȳ̯˟Еȳμ˟̯̿Ϋẕμ̿ẕȳ̋˟˂̯ẕμˌʝ˟ΊẕΫ˟̨ϋ̋ȳμ˟̯̿ẕͻΊ̿˂Ίȳ̨ẕμ̿ẕμˌΊʝȳμΫẕ̨ȳ̃˟̯˂ẕ˟μẕͻȳΫμẕμˌʝ˟ΊẕǇ{Êẕȳ̯ʌẕ̋ȳ̯ʌ˟̯˂ẕ˟̯ẕ
˟̯ɹ̿ϺʝΫᵑẕȄ˟μˌẕʀΊʝʌʝ̯μ˟ȳ̋ẕͻˌ˟Ϋˌẕʀ̯̿μ˟̯ϋ˟̯˂ẕμ̿ẕ̋ʝȳʌẕμˌʝẕϱȳϿẕʽ̿ΊẕΊʝȳ̋ẕͻˌ˟Ϋˌ˟̯˂ẕμˌΊʝȳμΫᵐẕ̿Ί˂ȳ̯˟Еȳμ˟̯̿Ϋẕ
continue to experience an increased appetite for use of real-life simulations. Last year, we reported 
only 29% of scenarios used a credential threat, while this year this category increased to 34% of 
Ϋʀʝ̯ȳΊ˟̿ΫᵑẕȄʝẕȳ̋Ϋ̿ẕ̿ɹΫʝΊϭʝʌẕȳẕΫ̋˟˂ˌμẕ˟̯ʀΊʝȳΫʝẕ˟̯ẕȳμμȳʀˌ̨ʝ̯μẕΫʀʝ̯ȳΊ˟̿ΫᵑẕǕˌ˟Ϋẕμ̿̿ẕȳ̋˟˂̯Ϋẕϱ˟μˌẕμˌʝẕ
μˌΊʝȳμΫẕϱʝẕ̿ɹΫʝΊϭʝʌẕȳΫẕμˌΊʝȳμẕȳʀμ̿ΊΫẕʀ̯̿μ˟̯ϋʝẕμ̿ẕ̋ʝϭʝΊȳ˂ʝẕᵑˌμ̨̋ᴤŋ ˌμ̨ẕʽ˟̋ʝΫẕμˌȳμẕȳΊʝẕʌ˟ʽʽ˟ʀϋ̋μẕμ̿ẕɹ̋̿ʀ̃ᵑẕ

FIGURE 17: END-TO-END EMAIL SECURITY VS SIMULATION ONLY
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FIGURE 18: RESILIENCY BY THREAT TYPE
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 SECTION 3

SO NOW WHAT?

With credential phish 
continuing to lead the 
way for real phishing 
threats, organizations 
continue to experience 
an increased appetite 
for use of real-life 
simulations. Last 
year, we reported only 

29%  
of scenarios used 
a credential threat, 
while this year this 
category increased to 

34%  
of scenarios.

PDC customers are 2x as 
resilient as customers 
who use PhishMe

With credential phish as 
the top threat, according 
to our simulations, 
you’re more resilient to 
this threat type.

https://cofense.com/why-cofense/end-to-end-email-security/
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FIGURE 19: SCENARIO TYPE USAGE BY YEAR

ATTACHMENT URL CREDENTIAL

2022 2021

13% 12% 54% 59% 34% 29%

Still need more recommendations to enhance your program and strengthen your reporting 
ʀϋ̋μϋΊʝᴌẕŔʝμᴿΫẕΊʝϭ˟ʝϱẕμˌʝẕϋΫʝẕʀȳΫʝẕʌʝμȳ˟̋ʝʌẕ˟̯ẕÆ˟˂ϋΊʝẕוחẕɹʝ̋̿ϱᵑẕẕǕˌ˟Ϋẕ̿Ί˂ȳ̯˟Еȳμ˟̯̿ẕ˟̯ẕÆ˟˂ϋΊʝẕוחẕ
ΫμȳΊμʝʌẕΊϋ̯̯˟̯˂ẕ˟μΫẕΫ˟̨ϋ̋ȳμ˟̯̿ẕͻΊ̿˂Ίȳ̨ẕ˟̯ẕנזוחẕɹϋμẕϱȳ̯μʝʌẕΫμʝͻẕϋͻẕμˌʝẕΊʝͻ̿Ίμ˟̯˂ẕʀϋ̋μϋΊʝᵑẕǕˌʝẕ
program operator engaged our Professional Services team to identify real phish that were already 
being reported by users to use for their simulation campaigns. The team launched a 5-day phishing 
simulation bootcamp to bolster reporting among users that were not actively using the Reporter 
button. Over the year, the team also adopted a new hire simulation program and addressed repeat 
clickers. As you can see from the results in Figure 20, not only did they reduce their susceptibility 
Ίȳμʝᵐẕɹϋμẕμˌʝ˟ΊẕΊʝͻ̿Ίμ˟̯˂ẕΊȳμʝẕˌȳʌẕȳẕʌ̿ϋɹ̋ʝᴨʌ˟˂˟μẕ˟̯ʀΊʝȳΫʝᵑẕȄˌȳμẕϿ̿ϋẕʀȳ̯ᴿμẕΫʝʝẕʽΊ̨̿ẕμˌʝΫʝẕ̯ϋ̨ɹʝΊΫẕ
is the effect this had on reducing the amount of non-malicious emails being reported, such as 
Ϋͻȳ̨ẕȳ̯ʌẕɹϋΫ˟̯ʝΫΫẕʀ̨̨̿ϋ̯˟ʀȳμ˟̯̿ΫᵑẕȄˌϿẕ˟Ϋẕμˌ˟Ϋẕȳẕɹ˟˂ẕʌʝȳ̋ᴌẕ Ϋ̃ Ͽ̿ϋΊẕǇżeᴈ

FIGURE 20: YEAR-OVER-YEAR RESILIENCY IMPROVEMENT

METRICS 2022 2021

RESILIENCY 5.13 3.59

SUSCEPTIBILITY 8% 10%

REPORTING 42% 29%

What you can’t 
see from these 
numbers is the 
effect this had 
on reducing 
the amount of 
non-malicious 
emails being 
reported, 
such as spam 
and business 
communications. 
Why is this a 
big deal? Ask 
your SOC!
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Malware

	ƺʝ̨̿ϭʝẕ̋̿ʀȳ̋ẕȳʌ̨˟̯ẕΊ˟˂ˌμΫᵑẕȄ˟μˌ̿ϋμẕμˌʝẕȳɹ˟̋˟μϿẕμ̿ẕΊϋ̯ẕʀ̿ʌʝẕ̋̿ʀȳ̋̋Ͽᵐẕμˌ˟Ϋẕϱ˟̋̋ẕΊʝʌϋʀʝẕμˌʝẕΊ˟Ϋ̃ẕ̿ʽẕ̨ȳ̋ϱȳΊʝẕʝϺʝʀϋμ˟̯˂ẕ˟ʽẕμˌʝẕϋΫʝΊẕ
interacts with a malicious file or website.

Attachments

	Threat actors continuously tune their tactics to land in the inbox and the same holds true with file attachments. As 
technology controls implement new configurations to block file types used by threat actors, they pivot to something new.

	Block malicious file types. This list continues to expand as threat actors leverage new file types to land in the inbox. Does 
Ͽ̿ϋΊẕ̿Ί˂ȳ̯˟Еȳμ˟̯̿ẕ̯ʝʝʌẕμ̿ẕȳʀʀʝͻμẕᵑˌμ̨̋ẕᴤŋ ˌμ̨ẕʽ˟̋ʝΫẕʝϺμʝΊ̯ȳ̋̋ϿᴌẕȄˌ̿ẕΫʝ̯ʌΫẕż̯ʝŧ̿μʝẕʽ˟̋ʝΫẕʝϺμʝΊ̯ȳ̋̋Ͽᴌ

	ƲpÆΫᵑẕǕˌ˟ΫẕϋΫʝʌẕμ̿ẕɹʝẕμˌʝẕᵃΫȳʽʝᵄẕʽ˟̋ʝẕμϿͻʝᵑẕŧ̿ẕ̯̋̿˂ʝΊᵑẕŧ̿μẕ̯̿̋Ͽẕʌ̿ẕμˌΊʝȳμẕȳʀμ̿ΊΫẕʝ̨ɹʝʌẕ̋˟̯̃Ϋẕμ̿ẕ̋̿˂˟̯ẕͻȳ˂ʝΫẕμ̿ẕΫμʝȳ̋ẕ
credentials, we now observe PDFs delivering malware via a chain of links embedded within the PDF document.

Credential Phishing

	p˟Ϋȳɹ̋ʝẕȳϋμ̿ᴨʽ̿ΊϱȳΊʌ˟̯˂ẕΊϋ̋ʝΫẕȳʀΊ̿ΫΫẕμˌʝẕ̿Ί˂ȳ̯˟Еȳμ˟̯̿ᵑẕǡ̯ȳɹ̋ʝẕμ̿ẕʽϋ̋̋Ͽẕɹ̋̿ʀ̃ᴌẕƺʝϭ˟ʝϱẕΊϋ̋ʝΫẕμ̿ẕϱ̿Ί̃ẕϱ˟μˌẕμˌʝẕɹϋΫ˟̯ʝΫΫẕμ̿ẕ
ȳ̋̋̿ϱẕʝϺʀʝͻμ˟̯̿Ϋẕʽ̿Ίẕ̋ʝ˂˟μ˟̨ȳμʝẕɹϋΫ˟̯ʝΫΫẕ̯ʝʝʌΫᵑẕƺʝΫʝμμ˟̯˂ẕȳẕϋΫʝΊΫᴿẕʀΊʝʌʝ̯μ˟ȳ̋Ϋẕʌϋʝẕμ̿ẕȳẕΊʝʀʝ̯μẕʀȳ̨ͻȳ˟˂̯ᴌẕeˌʝʀ̃ẕμˌʝẕȳϋμ̿ᴨ
forward rules and remove rogue rules potentially set up by threat actor.

	Continue to increase the cadence of simulation scenarios using this threat type. It’s not always easy to coordinate these 
campaigns but think of it as a tabletop exercise!

	Customize your Microsoft landing page with your company logo. Communicate to the organization to report any landing 
pages that don’t fit the corporate branding standards.

	Enable MFA. Enhance the authentication experience to help users avoid MFA exhaustion. Microsoft recently provided 
additional enhancements for this very reason – number matching and location of request.

BEC/Vendor Email Compromise

This threat type is very difficult to simulate. Even when you make efforts to simulate something similar to what your 
organization might experience, you run the risk of overburdening your executive team that may need to respond to users 
trying to verify if they sent the email.

	Ask your CEO and other senior executives to talk about this threat in company all-hands meetings and inform the 
company they will never ask for “special favors” or gift card purchases.

	Send newsletters with real examples of phishing messages reported by users. Peer recognition can go a long way!

	Collaborate with your finance team to review and update processes related to vendor master changes related to the 
banking information.

	şȳ̯ϿẕǇ{ÊΫẕȳ̋̋̿ϱẕʀ̯̿ʽ˟˂ϋΊȳμ˟̯̿ẕΫʝμμ˟̯˂Ϋẕμˌȳμẕϱ˟̋̋ẕȳ̋̋̿ϱẕ˟̯ʀΊʝȳΫʝʌẕͻΊ̿μʝʀμ˟̯̿ΫẕɹϿẕɹ̋̿ʀ̃˟̯˂ẕʝϺʝʀϋμ˟ϭʝẕΫͻ̿̿ʽ˟̯˂ẕ̿Ίẕȳ̋̋̿ϱ˟̯˂ẕ
ʽΊʝʝẕʝ̨ȳ˟̋ẕȳʀʀ̿ϋ̯μẕʌ̨̿ȳ˟̯Ϋᵑẕp̿ẕϿ̿ϋẕ̯ʝʝʌẕμ̿ẕȳ̋̋̿ϱẕᴚ˂̨ȳ˟̋ᵑʀ̨̿ẕȳʀʀ̿ϋ̯μΫẕμ̿ẕΫʝ̯ʌẕʝϺμʝΊ̯ȳ̋ẕʝ̨ȳ˟̋ᴌẕ

	ƺ{ƲżƺǕᴈẕƺʝͻ̿Ίμẕȳ̯Ͽẕ̋̿ΫΫʝΫẕμ̿ẕ̋ȳϱẕʝ̯ʽ̿Ίʀʝ̨ʝ̯μᵑẕŧ̿ẕ̨ȳμμʝΊẕμˌʝẕΫ˟Еʝẕ̿ʽẕμˌʝẕ̋̿ΫΫᵐẕ˟μᴿΫẕʀΊ˟μ˟ʀȳ̋ẕμ̿ẕΊʝͻ̿ΊμẕμˌʝΫʝẕ˟̯ʀ˟ʌʝ̯μΫᵑẕǕˌʝẕ
ǡǇẕǇʝʀΊʝμẕǇʝΊϭ˟ʀʝẕʝΫμȳɹ̋˟ΫˌʝʌẕȳẕÊ̋̿ɹȳ̋ẕĂ̯ʀ˟ʌʝ̯μẕżͻʝΊȳμ˟̯̿Ϋẕeʝ̯μʝΊẕᴒÊĂżeᴜᵐẕΫͻʝʀ˟ʽ˟ʀẕμ̿ẕ]{eᵐẕμ̿ẕɹΊ˟̯˂ẕʀˌȳΊ˂ʝΫẕȳ˂ȳ˟̯ΫμẕμˌʝΫʝẕ
threat groups. It’s been reported that a small $4,000 loss was able to be matched against a larger crime. Time is of the 
essence. If the loss is reported within 24 hours, the likelihood of reclaiming even a portion of the loss increases.

Checklist: Protect Your Organization from Top Threats
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