
How to Spot a Phish  
The ability to identify a phishing email is crucial to protect sensitive information from cybercriminals. Because  
phishing emails aim to trick recipients into divulging sensitive information such as passwords, credit card  
details, and other personal data, they pose significant dangers. 

Threat actors often disguise themselves as trusted entities, making these scams difficult to detect. Falling victim to  
a phishing attack can lead to severe consequences, including identity theft, financial loss, and unauthorized access  
to personal and corporate accounts. 

The ability to effectively recognize and report phishing emails is critical to keep yourself and your organization safe 
from a cyberattack. Key indicators of a phishing  
email include: 

Awareness of these indicators can help you avoid falling victim to phishing scams.  
Once you know how to spot a phish – you can catch more phish! 

1. SUSPICIOUS SENDER’S ADDRESS:  
Often, phishing emails come from an address that 
looks legitimate, but contains slight misspellings or 
extra characters.

2. UNFAMILIAR OR GENERIC GREETINGS: 
Phishing emails usually use generic salutations like 
“Dear Customer” instead of addressing you  
by name. 

3. URGENT OR THREATENING LANGUAGE: 
Cybercriminals often try to create a sense of  
urgency, suggesting your account will be closed or 
you need to act immediately to rectify  
an issue. 

4. UNUSUAL ATTACHMENTS OR LINKS 
Phishing emails may contain unexpected  
attachments or links. To confirm a link’s legitimacy, 
hover over it prior to clicking.

5. REQUEST FOR PERSONAL INFORMATION:  
Legitimate organizations will never ask you to  
provide sensitive information such as passwords, 
credit card details, or social security numbers via 
email. If the sender is asking you to divulge this 
type of information over email, it is likely a phishing 
attempt.

6. SPELLING AND GRAMMAR ERRORS: 
Many phishing emails contain noticeable spelling 
mistakes and grammatical errors, which are  
uncommon in professional communications.

7. MISMATCHED URLS: 
A phishing email may include URLs that do not 
match the text they are linked to, or they may direct 
you to a different website than the one mentioned.


