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drained already exhausted security operations teams. Pile pandemic

burnout and the impacts of the Great Resignation on top of that and we can
all agree that it was a difficult year. Especially when it comes to having a clear
understanding of, and defending against, evolving threats.

T here’s no question that the last year was filled with vulnerabilities that

The level of visibility Cofense has thanks to our extensive portfolio of email
security solutions puts us in a unique position to understand the most
prevalent threats and trends. This report dives into the three main phishing
threat types we have seen over the last year — credential theft, business
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affecting specific industries as well as the approach organizations are
taking to defend themselves against them.

Most of the data in this report has been collected from the Cofense
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managed email security service. The Cofense PDC analyzes millions of
ph|sh|ng emails annually and prowdes |nS|ghts like what you see to the
right.
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s organizations continue to adopt a “Cloud First” strategy, which includes

migrating to Microsoft 365™, it's not surprising to see a 10-percentage point

increase in credential phishing attacks — now making up 67% of all phishing
emails observed.

Last year we added a new member to the Cofense family of solutions — Cofense ; e T
Protect. Cofense Protect utilizes computer vision to analyze emails the way a human ST o RNW:A?“:%% ol
would, looking for any anomalies in email content and corresponding landing pages ' N
that may indicate a phish. Albeit a smaller volume of emails than what the PDC
investigates, of the emails analyzed by Protect, we identified a growing trend of
phishing campaigns containing HTML attachments. Last year, we recognized
a 150% growth rate in HTML attachments found in phishing attacks. This In 2024,
represents about 30% of all credential phishing attacks detected by Protect. 67 %

What's the reason for the increase? Threat actors are aware that many )

solutions, including anti-virus and SEGs, can detect most malicious file of allphishing
: attacks were

attachments, so they focus instead on HTML attachments. credential theft

Why HTML? This file type is difficult to block as some business applications
send this file type for legitimate purposes. Often, when the user opens the
HTML file, it opens a login page they are familiar with using providing a false
sense of security.
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BEC Phishing
Attacks Rely
Solely on

- - . . . Human
Business Email Compromise: Direct Deposit Scam Interaction

File Message Developer Help Q  Tell me what you want to do Dil‘ect Deposit Scam:
. mE < .. - .
:JWT] 2@‘ ng@'“*“"g el D@] Aﬁh AEE % = ﬁ] ?‘ One of the more difficult-to-catch BEC attacks is direct deposit scams, also
eply Reply Forward g\ unk~ Delete Archive ssign  Mark Categorize Follow eport ) . i )
Al o ks Policy Untead  ~ Up | Phishing tracked as payroll diversion. To carry out these attacks, actors socially engineer

Fopens o = 2 B those in payroll or human resources positions with requests to update employee

URGENT REQUEST dir . . .
ect deposit information to accounts under their control.
Jeff < I@gmail.com> < Reply | % ReplyAll | —> Forward . . . . .
Y e : s e To limit their chances of exposure, actors use disposable prepaid cards instead

of traditional bank accounts to avoid detection and limit the impact of takedown.
To add an extra layer of obfuscation, actors recruit money mules to purchase

Ki'ndwgivemedetai.mhowmpm the prepaid cards on their behalf, making it even harder to detect who is behind

my payroll direct deposit and pls I'll d love to know when it will

be the scam.

effective if | update it now . ) . L.

Thanks . To carry out these attacks, actors create email accounts looking like the victim
they are going to re-route payroll for and routinely ask what information is

Jeff needed to change payroll. Once a conversation has started, actors may provide

completed 19 forms or voided checks to raise the authenticity of the attack.
Once successful, it can take weeks before these attacks are noticed, causing
unnecessary stress to both the victim and the organization.

Threat: BEC | SEG: 0365-ATP; Proofpoint

*actual direct deposit scam email from January 17, 2022
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Sure it's:
703-867-5309

Business Email Compromise: Gift Card Fraud

File Message  Developer  Help Q  Tell me what you want to do Gift Card Fraud:

= 5 = = ~ mm 2
eetin IS Ignore -7 71 o . q
57 &5l L5 Bering | g 1 FEI 4~ Om a - This is how gift card BEC works. Actors pretend to be the CEO or someone in
Reply Reply Forward p yyo 2 Junk~ Delete Archive | Assign  Mark Categorize Fallow | Report
All

Pemgye Wl Wpe | BTG authority while requesting the employee to run a “task” or “errand” on their
oo o e . B behalf. In many cases, scammers request the cell phone number of employees
Birthday to move the conversation out of the email chain and over to something that isn’t
. Matt o <matt- @att.net> O Reply | € ReplyAll | > Forwuard | -0 routinely tracked: SMS. Not only is it more difficult to track but having a phone
CHER e number makes the attack seem more trustworthy, raising the likelihood that yes,
the potential victim is speaking to someone in authority.

How are you? | need a favor from you.

I'm sorry for bothering you with this. | need to get an iTunes gift card for my Niece, it's her birthday today and | totally forgot. | can't do this now because Whlle tradltlonal BEC attaCks rOUtIner use the bank aCCOUﬂtS Of romance

I'm currently out of town with no means of getting this done. Can you get it frem any store around you? I'll pay back as soon as | am back. kindly let me . . on @ . P .
know if you can handle this. Please email me back as soon as possible. victims, it is becoming much more difficult for scammers to fully cash-out their
Thank you, ill-gotten gains. In addition, a small percentage is taken from the total amount at

Matt

each hop, drastically diminishing the returns from the scammers. With gift card
scams on the other hand, actors make use of gift card-to-crypto exchanges

to convert their stolen gift cards directly to cryptocurrencies, such as Bitcoin,
within minutes. While the initial benefits and losses may seem small, actors

are able to fly under the radar of federal, state, and local authorities due to the
complexity of the scams. In addition, regulators do little to track gift cards which
have been stolen, almost making this the perfect BEC crime.

*actual gift card fraud email from February 2, 2021
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Business Email Compromise: Invoice Scam

File Message Developer Help Q Tell me what you want to do
EO 2
5151 59 B [ [l B | 50 BB P | e
Reply Reply Forward . . Delete Archive | Assign Mark Categorize Follow | Report
Al e £ Junk Policy v Unread Upv | Phishing

Respond Delete Tags = Cofense ~

[EXTERNAL]Tuesday, December 28, 2021

«
Edison m <emaildc012@y .com> © Rerly © Reply Al | = Forward
e © cnsint @ oz Tue 12/28/2021

Hi Justin

Can you mail out an overnight check to a vendor for me today? Please advise.

Regards,
Edison

Threat: BEC | SEG: O365-ATP

*actual invoice scam email from December 28, 2021

Invoice Scam:

The first step of invoice scams can start weeks before the financial attack takes
place, with most actors not knowing who their final victim will be. For the attack
to be successful, an actor must first compromise an email account, through
credential phishing or purchasing account credentials on the dark web, to gain
access to the email account. Once compromised, actors set up email forward
rules in the compromised inbox to lie, watch, and wait for the discussion of
invoices or purchase orders. Once a potential attack vector has been identified,
the actors will quickly create email infrastructure, forge invoices, and hijack
threads to impersonate the legitimate invoice. To the end user, there are very
few things they can detect as malicious in these attacks.

This is an especially heinous attack vector for many reasons. First, the attacker
can lie in wait in an inbox for months before carrying out an attack. Second,
since attackers use email forward rules to create persistence in the user's inbox,
the industry standard of resetting a password after a breach will not help with
the attack, as email forward rules still exist on the account. Third, by hijacking

a known and trusted email thread, the attack is timely and typically known to
the potential victim. Attackers will go to the extent of emulating original fonts,
signatures, and grammar to help raise the chances of success.
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Breaking Down
a Ransomware Attack

While we don’t see “the ransomware” delivered in an email, it does start with a phish
by first delivering tools to deploy their entry point to begin their mission. We're going to
dig into the following malware sample to shed light on how a threat actor would lay the
groundwork to launch the attack.

Looking at the phishing email to the right, we see an interesting file type use
to deliver the malware - AsyncRAT, a remote access tool. While this file type
does not appear common to the general email user, the native Windows
operating system has no problem executing this file.

Once the phishing threat is delivered and a user opens the attachment, the
AsyncRAT is installed and provides the threat actors access to a menu of
options to execute their attack plan.

AsyncRAT

AsprchAT
ancrypredt connection

Once inside the network, a threat actor can install a keylogger to gain

- i . : Included projects
access to credentials, do further reconnaissance of the organization, locate

This oot s the folkming

sensitive information and securely exfiltrate the data. : anamntc i i o —" e

» Accass temminad for contralling cients

» COUNTRY HWID USER mn}nmsvsrm VERSION PERFMW PRIVILEGES
1270016600 Locaiost AoaZ0131D0BGA08 NG Wieows 7 Homa Prenium GBI ASycRAT 049G CPU 3% RAMZE%  Usar

+ Clont screen viewer & recorder @} s

= Chont Antivinus 8 Integrity mansger £ Send File

= Chuent SHIP acress inchuding upland & downlaad. 1 Manitaring
» Chont & Servorchat mindw B Miscelaneous

. = Extra
) ) o 7 ot ramerd ey £
Once the threat actor has gained access and exfiltrated sensitive data, a Lo o S
ransom note is delivered to an organization. This has been a growing trend i
- Gt S
over the last couple of years to guarantee payment by threatening to leak * S GorkgEn Hotiaton

© © O O

* Sarver mutipart recaivar (Configurable)
the stolen data. e ot
e



Model Simulation Scenarios
After Threats That Matter

Over the past few years, we've encouraged and recommended aligning your simulation program to what is landing in
your user’s inbox when it comes to real phish. A bright spot we found was in the type of simulation campaigns sent.
It's exciting to see a 7-percentage point increase in the number of campaigns that were simulating credential phish.
Our customers are aligning their conditioning program with real threats landing in inboxes.

SCENARIO TYPE

2021 2020

% Scenario

% Scenario Susceptibility Report % Resiliency

Report % Resiliency

Susceptibility

Attachments
Credentials
URL

2
3
3

6% 27% 5 10% 25%

Susceptibility Rate: This rate shows how many users were susceptible to the scenario versus the total number of emails delivered.
Resiliency Rate: This is the percentage of users who reported the email, without falling victim to it, compared to the percentage of users who fell susceptible.
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Timing Is Everything When
Conducting Simulation Training

Not only does tuning your templates to the threat
landscape help drive improved human conditioning,
but so does timing. We recently published a Cofense AVERAGE PHISHING EMAIL VOLUME RECEIVED PER DAY OF THE WEEK
Intelligence Strategic Analysis Report that examined
the timing of the delivery of real phishing campaigns.
By following their patterns, as seen in the chart

to the right, it’s best to launch your simulation /

campaign on Tuesday or Wednesday.

Consumer Goods

SUSCEPTIBILITY PLUMMETS WITH Energy

COFENSE AWARENESS TRAINING .
o Finance
£ \
=

P >o Healthcare
>
. g Insurance
IT Ops Manager, Higher Education z

o

Hi, Robert. We've been using COFENSE

for a few years now and can absolutely /\ N

vouch that it's raised awareness among 7,4\ \\

our staff about their part in the security.
We've seen the susceptibility to phishing
attacks plummet and user engagement and
reporting of suspicious emails to IT become
a normal thing.

Manufacturing

Media

Mining

Professional

Real Estate

" Like . Comment » Share

Sunday Monday Tuesday Wednesday Thursday Friday Saturday
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Oops! | Did It Again:

Addressing Repeat Clickers

When it comes to identifying the riskiest corporate
citizen, addressing your repeat clickers is certainly one
way to reduce the risk to your organization. And while
you may be tempted to rush to this step to fast track your
program, it can take up to FOUR scenarios before they
“get it.” One method we often recommend is to run a
follow-up scenario to only those who interacted with the
scenario. However, it’s still recommended to filter this on
your users who interacted with multiple scenarios.

While reducing the interaction (click) is often the

focus with repeats, don’t forget to incorporate positive
reinforcement to influence your report rate. Sending out
a “Thank You for Reporting” follow-up can go a long way
to drive the desired behavior.

Percentage of Clickers

80%

70%

60%

50%

40%

30%

20%

10%

REPEAT CLICKERS -
NUMBER OF SCENARIOS TO REDUCE SUSCEPTIBILITY

1 2 3 4 5

Number of Times Susceptible
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Measuring Up to Your Peers:
Industry Results

It wouldn’t be a complete report without highlighting

the susceptibility, reporting and resiliency results by

industry, as we know your industry and sector networks

are important to see how you align. 50%

Keep Your
Organization Safe

Enable Multi-Factor
Authentication
(MFA)

INDUSTRY RESULTS

As you might have guessed, industries with more
regulation continue to show a higher resilience. We also 45%

. Susceptibility Rate

. Report Resiliency Rate

recognize that organizations that run more frequent
campaigns narrow their learning time. As you continue

to mature your program, we recommend maintaining 40%
a higher frequency of simulations with more targeted
business functions, such as finance or human resources.

35%

30%

25%
20%

15%

more regulation

10%

higher
resilience. .
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What's New? A Lot.

Early onin our journey as a company, we grew our focus from solely security
awareness simulation training to more broadly addressing the real phishing threats
facing organizations. When it comes to solving these problems, there are two
common ways you can enhance a product line: acquisition or innovation. We opted
for the one-two-punch, both acquisition and continuous innovation — taking our
multi-layered email security architecture to a whole new level.

Last year we welcomed the people and technology of Cyberfish into the Cofense
family, bringing computer vision and artificial intelligence to our portfolio and
stopping phishing emails in real time before they have been reported or added to
block lists. Now known as Cofense Protect, hundreds of organizations are already
using this innovative technology for real-time protection against unknown threats
by scanning emails and landing pages as a human would — noting discrepancies in
images, language, and behavior to catch attacks that evade more traditional email
security solutions.

We have also introduced Cofense Validator, the only product available that uses real,
active phishing threats to test the efficacy of secure email gateways (SEGs), giving
organizations a clear and objective understanding of how their SEG is performing
against live phishing threats.

We also celebrated five years without phishing related breaches for any of our
managed service customers. That means since its inception in 2016, we have seen
nothing but success when it comes to the service performed for our customers. The
combination of human expertise, the power of always evolving Cofense solutions, and
strong partnerships with each organization is the perfect recipe for success when it
comes to defending against phishing attacks.

The continuous evolution and demonstrable results of our
solutions show that the mission remains clear for Cofense:
We stop phish.



