MANAGED PHISHING DETECTION

AND RESPONSE
By the Cofense Phishing Defense Center
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YOUR CHALLENGE

We get it. With 96% of phish being delivered through email, phishing defense has become
a critical business issue. What's more, the typical SOC analyst is overwhelmed with
security alerts and can investigate only about 50% of those. Organizations need a solution
that can quickly detect and automatically quarantine threats, so phishing attacks can be
stopped in minutes versus hours or days.

OUR SOLUTION

At Cofense, we provide a one-of-a-kind Managed Phishing Detection and Response (PDR)
service delivered by our security experts in the Cofense Phishing Defense Center (PDC).

The Managed PDR service is ideal for organizations who lack the in-house expertise or
resources to effectively defend and remediate against phishing attacks. Cofense PDC experts
can detect and stop attacks to your network in as little as 8 minutes. Also, as a Managed
PDR customer, you benefit from the intelligence of our 25 million global users, enabling us
to identify and remove phishing attacks in your network before they are even reported.



The Cofense PDR platform empowers organizations to use their strongest defense - people — alongside
our automated response and intelligence technology to achieve the most comprehensive phishing
response and detection available.

COFENSE MANAGED PDR IS:

HIGH-FIDELITY THREAT INTELLIGENCE

Access a global network of more than 40 security analysts, leveraging the latest human-vetted
phishing threat intelligence to quickly identify and eradicate threats in your environment. This
includes protection from zero-day phishing attacks, intelligence from over 3 million suspicious
emails and 300,000 PDC analyst investigations each year, and a 99.999% categorization accuracy.

'@ THREAT REMEDIATION

In a matter of minutes, not days or weeks, phishing attacks are identified and quickly removed
from your environment before a successful attack can occur. In fact, with the Cofense PDC's rapid
detection, the median time to analyze, respond, and remediate is about 60 minutes, with some
phishing attacks stopped in as little as 8 minutes.

y THREAT HUNTING
Our security analysts leverage in-depth threat intelligence to proactively investigate and identify

active phishing threats and threat indicators in your environment.

WHY CHOOSE THE COFENSE MANAGED PDR SERVICE

Cofense PDC analysts leverage 24/7 threat intelligence, curated from millions of emails per week
observed in other organizations, to significantly reduce the average time to detect and respond to active
threats. As part of what we call the “network effect”, Managed PDR customers contribute to and benefit
from being part of the Cofense phishing defense network — 25 million strong: when a threat is reported, all
customers benefit.



BENEFITS OF COFENSE MANAGED PDR:

« Uses Cofense proprietary technology to .

aid the reporting and response of real-
time phishing campaigns targeting your
organization

« Investigates all suspicious emails reported
by your employees

« Leverages a growing network of customers
reporting suspicious emails

Adds phishing expertise to your SOC
capabilities.

Significantly reduces your meantime to
detect and respond to active attacks

Integrates with your SOC for efficiency and
effective response

Provides actionable intelligence based on
analysis of phishing emails

With Cofense Managed PDR, you are notified immediately after a malicious email has been identified
by a PDC analyst. You'll also receive a detailed escalation report that provides threat context along with
remediation recommendations. All first and second stage I0Cs are made available via AP, further
enhancing a rapid response and mitigating an attacker’'s impact on your organization.

Our goal is to enable every company to defend itself against phishing threats. And with the strength of
our global Cofense network and Managed PDR service, it just got a whole lot easier.

TO LEARN MORE ABOUT THE COFENSE MANAGED PDR SERVICE, VISIT:

cofense.com/phishing-defense-services/

About Cofense

Cofense® is the leading provider of phishing detection and response solutions. Designed for enterprise

organizations, the Cofense Phishing Detection and Response (PDR) platform leverages a global network
of over 25 million people actively reporting suspected phish, combined with advanced automation to stop
phishing attacks faster and stay ahead of breaches. When deploying the full suite of Cofense solutions,
organizations can educate employees on how to identify and report phish, detect phish in their environment
and respond quickly to remediate threats. With seamless integration into most major TIPs, SIEMs, and
SOARs, Cofense solutions easily align with existing security ecosystems. Across a broad set of Global 1000
enterprise customers, including defense, energy, financial services, healthcare and manufacturing sectors,
Cofense understands how to improve security, aid incident response and reduce the risk of compromise. For
additional information, please visit www.cofense.com or connect with us on Twitter and LinkedIn.

cofense.com/contact
703.652.0717

1602 Village Market Blvd, SE #400
Leesburg, VA 20175
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