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Finding the phish 101 with Professor Troy
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Attachments

When an attachment comes from someone

rrom: Joe Smith you don’t know or if you weren’t expecting the
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ﬂ Attachment -- Webmail_Migration.pdf

Troy,

This is to inform you that we are in the processing of
to the Windows 2003 platform, which includes an exci
e-mail.

Log-in Pages

Spear phishers will often forge login pages to
look exactly like the real thing in order to
steal your credentials.

Attached is a document outlining the benefits of the
migration we request you to enter your Windows password before 8 PM on Tuesday.

Failure to do so will result in being locked out of your email account!

Please click here to update your password.

ThankYou, | Links * If you see something,
John Smith Roll your mouse pointer over the link and see say something!

If what pops up matches what'’s in the email. If
they don’t match, don't click.

Report suspected phishing
emails to the information
security team




