
Phishing attacks aren’t slowing down. To block their 

malicious content—ransomware, other malware, 

and business email compromise (BEC)—you need 

to mobilize users across your organization. These 

living, breathing targets are your last line of 

defense.

Conditioning their behavior requires skill and 

knowledge. For example, choosing the right 

scenario to run in phishing simulations takes 

careful planning. Before you devise your next 

round of training, it’s essential to know the evolving 

techniques phishing attackers use. Employees can’t 

stop real threats unless they’ve seen them first. 

With Cofense PhishMe Certification, you will 

possess the knowledge to build, run, and sustain 

a successful anti-phishing training program. You’ll 

also become an expert at using Cofense PhishMe 

to help employees recognize and report suspicious 

emails.

Overview

The certification program features three 

modules. Each offers multiple areas of study and 

assessments. Most users take 4 hours to complete 

the program. You can self-report to get ISC(2) 

credits. To accommodate your schedule, the course 

is self-paced and automatically bookmarks your 

progress, so you can later start where you left off. 

Once you have passed all assessments, you can 

download a certificate of completion and add the 

certification to your LinkedIn profile. Certification 

lasts for 2 years.

Cofense PhishMeTM Certification

Why Cofense             ? 

Cofense PhishMe is the leader in phishing awareness 

training. After all, we invented the industry and have 

helped train over 27 million users in 160 countries. 

Our purpose-built SaaS platform conditions employees 

to know a phish when they see a phish. Employees also 

learn to report potential phishing emails, providing 

real-time threat intelligence to incident responders. The 

solution’s customizable scenarios make it easy to mimic 

emerging threats and keep your training relevant.

For two consecutive years, Gartner has named Cofense a 

Leader in the Computer-Based Security Awareness Magic 

Quadrant. Now we’re offering customers the opportunity 

to get Cofense PhishMe-certified.

BUILD AND RUN A SUCCESSFUL ANTI-PHISHING PROGRAM



This module gives you an overview of the Dashboard 

and Community resources. You’ll learn to launch a 

campaign and manage reporting and analytics. You 

will also understand how to edit phishing scenarios, 

including creating and administering scenarios and 

providing relevant user education. 

Cyber-security threats are constantly evolving, thanks 

to new techniques and attack vectors. This module 

will deepen your knowledge of the phishing threat 

landscape, which in turn helps develop effective 

simulations and educational content. 

Discover best practices for running an anti-phishing 

program, regardless of how mature your program 

is. We’ll share with you tips and tricks Cofense has 

learned through hands-on experience with Fortune 100 

companies and SMB’s alike.  

Note that this course was designed for operators that are less 
experienced with using the PhishMe software and running an anti-
phishing program. More experienced operators will find the course 
to be great review.

Application Module

Threat Landscape

Methodology

Cofense™, formerly known as PhishMe®, is the leading provider of human-driven phishing 
defense solutions for organizations concerned with their susceptibility to sophisticated 
cyber attacks. Cofense delivers a collaborative, cooperative approach to cybersecurity by 
enabling organization-wide response to the most used attack vector—phishing. Cofense 
serves customers of all sizes across multiple industries including financial services, energy, 
government, healthcare, technology and manufacturing, as well as other Global 1000 entities 
that understand how engaging user behavior will improve security, aid incident response and 
reduce the risk of compromise.

T: 703.652.0717W: cofense.com/contact

A: 1602 Village Market Blvd, SE #400 
Leesburg, VA 20175 

“ “Strong security awareness and phishing simulation programs are proven to reduce end 

user susceptibility. Become PhishMe certified and become an all-star.”

Rohyt Belani, CEO and Co-Founder, Cofense


