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Join us at Cofense Submerge for more than 35 sessions and trainings focused on delivering knowledge that can be immediately applied to any 
anti-phishing program. With a mix of How-Tos, Use Cases, Best Practices, Speed Talks and Training across all levels of knowledge from beginner to 
advanced. See below for some of the topics and sessions to be covered. *A full agenda and schedule will be published in early September.  

TITLE DESCRIPTION LEVEL TYPE

The Advantages of 
Cofense in a Complex, 
Multi-platform, 
Click-rate Crazy, Super 
Huge Environment 

Intermediate/Advanced Best PracticesThe Zurich Global Heads of Security Awareness and Cyber Response, along with 
the security awareness team, will discuss standing up a program in a complex 
environment, our internal challenges getting it right with Triage, our successes 
with Cofense analytics team support, and pushing for a resiliency rate when all 
they can see is a click rate.The phish training program at Zurich is 3 years old 
and covers a complex, multi-brand, highly regulated set of business units with 
~55,000 FTE and Contractors at Zurich and ~20,000 (FTE and Contractors) at 
Farmers working in a mixed Microsoft Outlook and Lotus Notes environment. This 
presentation will cover use of Simulator, Triage and the Cofense analytics team, 
as well as finding a workaround when the phish reporter button is only partially 
rolled out in both Outlook and Lotus Notes formats. 

How One Company 
uses the PhishMe 
product suite to 
develop an effective 
global security and 
phishing awareness 
program 

Intermediate/Advanced Best PracticesThis company has team members worldwide and started using Cofense 
PhishMe in August 2015, and soon added Reporter, Triage and Intelligence to its 
phishing program. In less than 2 years, the program matured, resulting in low 
susceptibility rates combined with over 50 percent reporting rates. They use all of 
Cofense’s products to help reduce its risk and minimize the chance of attack. 
Today team members are quick to report suspicious emails instead of deleting 
them, allowing the security team to analyze these emails and if needed remove 
them from user mailboxes.

Phishing Awareness 
for Financial Advisors 

Intermediate/Advanced Best Practices /
Industry

Financial Advisors are a unique target for criminals, particularly those targeting 
account take-overs and fraudulent transactions. At LPL Financial, our phishing 
program and awareness spans not only our corporate users, but target 30,000 
financial advisors and staff, with the future passions, dreams and goals of the 
community... all down the drain with one click. 

Case-Study – Improving 
Phishing Resiliency 
while Scaling Our 
Awareness Program 
Globally

Intermediate/Advanced Best Practices /
Industry

In this session, we will discuss our experience at the IMF with improving our user 
resiliency (reducing click rates and improving reporting rates) to phishing across 
our users in over 100 countries. We will also discuss lessons learned with 
increasing user engagement and improving secure digital habits of users 
globally, even with a tight budget. Attend this session and learn how to leverage 
your ecosystem of business functions in your organization, to achieve your 
objectives of changing your user culture to a more cyber security conscious one. 
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Education vs Training 
vs Conditioning 

Advanced/Training How ToA discussion on the difference between the three, especially as how each builds 
knowledge, skills and abilities. Knowledge, being the lowest level of information 
transfer does not alone help you achieve the end goal of stopping phishing attacks 
in progress. By using training (through PhishMe) you can build the skills necessary  
to spot suspicious activities. This leads to the ability to increase the likelihood that 
people will report such activities to give IR folks the information to stop attacks. This 
talk will focus on two areas within the PhishMe product. First, it will cover proper 
reporting metrics. Susceptibility and time spent on education are not the metrics 
that help guide this type of conditioning. The focus on reporting emails shows the 
level of success a solid program should focus on. Secondly, the talk will cover 
preparing properly. Using email templates that replicate real world attacks better 
prepare end users. This portion will focus on using Cofense Intel emails to help 
create an environment that gives end users a look at what they will likely see when 
being phished. The recommendation will be to start with templates that are easy to 
spot to condition users to use the reporter button and then gradually increase the 
complexity once the report metrics reach a comfortable level. 

Cofense Integrations Advanced/Training How ToCofense Product Solution Engineering will discuss integrations use cases. 

BOD Beginner How ToBoard Report walk through - what, why, and HOW 

Board Reporting and 
Beyond 

Advanced/Training How ToOverview of the standard PS Board Report and how to utilize key components to 
assist in the development of Value at Risk analysis. Attendees will walk way 
understanding: 
1. What questions a board report should answer. 
2. Which key measures to include. 
3. How to extend the board report with value at risk analysis.

Cofense Certfication 
Preparation

Beginner How ToOverview of Cofense Certification Programs 

Building Resiliency 
Across Changing Roles - 
New Hires, Repeat 
Clickers, High-Value 
Targets - role based...

Intermediate How ToNew hires are proven to be one of the most susceptible user groups. They should 
be engaged with an active anti-phishing program separately since most have 
never been exposed to anti-phishing training materials. Depending on the number 
of new hires and employee turnover, these users should be phished separately for 
training and reporting purposes with low complex, basic scenarios. Susceptibility 
rates for brand-new employees are typically high, but we know that untrained users 
need education and reinforcement. By immersing new hires in anti-phishing, you 
can quickly build resiliency among these at-risk users. 
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Adventures in Phishing 
with Cofense PhishMe 

Intermediate/Advanced How ToPhishing is still a major threat. Attackers are innovating their tools, using multiple 
methods, and they’re talking to each other. The threats are evolving and so are the 
tactics. Planning for your simulations in Cofense PhishMe needs to account for a 
number of variables. How do you choose an email template? Are you unsure how 
to make even changes to the email or education? The Content Development team 
at Cofense is here to help. We’ll be providing some best practices for creating 
phishing emails and education for a simulation, highlighting some simple customi-
zations you can make that don’t require a master’s degree in HTML, and providing 
some insight into how we create the content for Cofense PhishMe. 

When the “IT” hits the 
fan, stick to the plan 

Advanced/Training How ToIncident Response is a critical process for any organization. The effectiveness of 
the incident response plan can determine whether or not an organization can 
sustain and recover from a cyber attack. With the steady rise in cybercrime, 
companies have to make sure they have a sound incident response plan in 
place to address every type of cyber attack. Data breaches of organizations 
seem to be in the news everyday now, therefore it is paramount that an organi-
zation have a concrete incident response plan in place. As with any process 
within the organization the incident response plan needs continuous testing and 
review to ensure it remains effective for the organization. Organizations must be 
able to detect the attack early, because the time between detection and 
recovery could result in the loss of millions of dollars in revenue. This talk will 
specifically highlight three critical areas within the incident response plan where 
most companies fail. This talk will identify the common pitfalls and shortcomings, 
and also offer suggestions on how to improve in those areas. These three areas 
include: Identification, Eradication, Lessons learned 

Always Look a Gift 
(Trojan) Horse in the 
Mouth 

Intermediate/Advanced How ToA phishing email prompts you to download a file. What do you do next? This talk 
will give people interested in reverse engineering/malware analysis a variety of 
tools and techniques to help analyze suspicious executables in a safe manner. 

Using Phishing 
Awareness to Influence 
Users, the Business, 
and IT. 

Intermediate/Advanced How ToThis talk will outline ways to use real world phishing campaigns as custom 
templates in phishing awareness simulations, so that Security Operations teams can 
replicate attacks seen in their environment. Then, using the metrics from these 
custom campaigns to influence management and/or IT.  This strategy offers user 
awareness to end users, but also helps security professionals to provide metrics in 
order to prove their findings and influence change within their organization. 
Example: fake login pages to push the need for multi-factor authentication. 
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You Can't Phish 
Without a Hook: Keys 
to Successful 
Enterprise Adoption 

Intermediate/Advanced How ToCore success factors in support of incorporating an anti-phishing campaign within 
a security education program. Long term success starts at the very beginning and 
must include the ability to obtain executive buy in, pre-planning/strategy, and 
documented goals/objectives. You will learn how to plan out your program to 
ensure successful adoption whether your program is new or existing. 

Leveraging Threat 
Intelligence in Your IT 
Ecosystem 

Advanced/Training How ToTopic will cover how to proactively and reactively use Threat Intelligence across 
all aspects of People, Process, and Technology (with an emphasis on the latter) . 
Presentation will blend Cofense-specific use-cases and functionality and other 
tools/products that customers may have. Attendees will benefit by learning 
tactical, operational, and strategic uses of Cyber Threat Intelligence, and how 
Cofense can play a big part in that Ecosystem. 

Cofense Triage: 
What's in a Rule? 

Advanced/Training How ToRules that are created in the Triage appliance make your life easier. But what 
decisions go into making these rules? How do we make effective rules? This 
presentation will use real life examples to illustrate ways to approach making rules 
in Triage. We will be covering all five Triage categories (non-malicious through 
advanced threats), creating general rules to help alert other Triage analysts, and 
ways to use rules to help identify phishing campaigns. 

Bringing It All 
Together: Solutions 
Overview

Beginner Use CaseWhat does a holistic phishing defense program look like? Following the timeline of 
an example attack, we will demonstrate how to use all of Cofense's products make 
the anti-phishing portion of our defense in-depth as robust as it can be. In this talk, 
we will discuss how we can use reporting from Triage and information from 
Intelligence to help feed content scenarios in our enterprise environment. We will 
also discuss how we can use Cofense Intelligence rules in Triage to respond to 
phishing campaigns both in real time and proactively. We will examine how 
feedback from Triage can help identify areas in your phishing defense that may 
need more work. At the end of the talk, participants should have a better under-
standing of how Cofense products work together to build a comprehensive 
phishing defense program.

19 Minutes?  How 
Triage and Manage 
Triage Work  

Beginner Use CaseWe will cover the use case that allowed a customer to mitigate a phishing 
campaign in 19 minutes, as well as the capabilities of the Phishing Defense 
Center. 
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Phishing Trends, 
Attacker Behavior and 
how to use 
Intelligence to Make 
Sense of it All 

Advanced/Training Use CasesWhen security resources, staff, and budget are at a premium, tracking phishing 
trends and the types of attacks in play becomes more important than ever. During 
this year, Cofense Intelligence™ has reported on the continued development of 
malware delivery techniques, expanded malware capabilities, and the complex 
dynamics of ransomware activity. Join Intelligence Analyst Neera Desai for this 
exploration of 2018's phishing trends and the most definitive attacks of the year.   
vision on how to implement - reach out customers that have small teams - how to 
do threat intel 

Risk Profile Through a 
Social Media Lens 

Intermediate/Advanced Use CasesSocial media use is common in today’s workplace. That’s why organizations needs 
to re-evaluate their acceptable use policies—or create them if they don’t exist. With 
the lack of social media governance, organizations are increasing their risk of attack 
and are susceptible to loss of revenue, theft of data, and regulatory nightmares. 
Employees are unknowingly uploading posts that exploit proprietary organizational 
assets and work-related emotions, that social engineers leverage to launch enticing 
phishing attacks. We need to take a step back and ask what the purpose of social 
media use in the organization is, and analyze current policies, conduct a threat 
analysis, and train employees to build resiliency to phishing attacks. 


