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Redefines Their Customers’ 
Security Culture

Cofense MSSP Case Study



As a cyber security specialist and managed security 
solutions provider (MSSP), eSecure helps businesses of all 
sizes protect against cyberattacks. The company, which 
has offices in Australia and the UK, partners with Cofense 
to deliver phishing defense solutions. As a Cofense MSSP 
partner, eSecure is:

• Leveraging its investments in managed phishing 
defense services

• Innovating through partner solutions, strengthening 
their customer’s environment and security posture

• Continuing to build customer trust with solutions that 
provide tangible results

Cofense PhishMeTM, which simulates attacks to educate users, has been “stellar” in raising phishing 
awareness. “To succeed, we have to help our customers change their culture,” said Smith. “While most 
organizations are aware of phishing, levels of awareness vary amongst their own people. The security 
teams are naturally clued in, but individual users often expect that their employers are going to protect their 
mailboxes.”

“Technology has limitations,” he added, “so users need to do their part. Cofense PhishMe shows them how.”

Smith noted that customers are seeing more phishing attacks on cloud services. “As organizations move 
their business operations to the cloud, those cloud-based applications like O365 and SharePoint become a 
natural target for exploitation,” he said. “Cofense helps our customers identify and respond to these attacks, 
and to other types of attacks, much faster. That’s a great benefit, since some of the attacks you see in the 
news have been quite devastating.”

According to eSecure CEO CIinton Smith, the company decided on Cofense because, “The Cofense 
approach is a very practical and real way of educating a broad audience about cybersecurity threats. 
It enables us to demonstrate that we’re invested in understanding and strengthening our customers’ 
security by offering the very best-of-breed technology.”

Background

Solutions and Results

• An Australian owned, Gartner 
recognised, and 27001 certified 
cyber security services organisation 
with offices in Sydney, Melbourne, 
Brisbane, and London

• Needed to add simple, turnkey 
phishing defense solutions to its 
services catalogue

• Continues to enjoy strong business 
growth and client relationships with 
CofenseTM solutions for phishing 
education and phishing incident 
response

Executive Summary

Cofense MSSP Case Study
RESPONDING TO PHISHING ATTACKS FASTER

“As a MSSP, Cofense helps our customers reduce their phishing attack surface 
and respond to phishing attacks faster.”

— CEO, eSecure Pty Ltd.



The reaction to Cofense solutions: “Customers love them,” said Smith. “Again, the Cofense approach to 
phishing defense is quite practical and achieves real results. Let’s put it this way: customers know it’s 
better to have a good guy doing a security test, if you will, than a bad guy.

“Having had long heart-to-heart discussions with CEOs about security incidents, I think it’s usually not 
a case of a single event exposing their vulnerability. It’s normally a series of events that show a lack of 
understanding about the threat and relative investment required for effective phishing defense. Once they 
understand how large the problem is, they realize they can’t afford to build an adequate solution.

“That’s where eSecure and Cofense come in. We make it possible for businesses of every size to see and 
stop phishing.”

MORE INFORMATION:

To learn more about the Cofense Managed Security Service Provider (MSSP) 
Program, visit https://cofense.com/managed-security-service-providers/, or 
contact mssp@cofense.com.

In Summary

He observed that threat visibility is an ongoing challenge. “The biggest problem for our customers is 
maintaining, or even expanding, visibility in a security environment that changes by the day,” he said. 
“Ultimately, all of us are trying to ensure data protection. Cofense provides our security teams with increased 
visibility to mitigate and stop phishing attacks, which are the initial cause, the spear point, of most data 
breaches.”

Owing to an industry talent shortage, customers sometimes struggle with recruiting or simply retaining 
experienced security staff. eSecure’s services, including Cofense intelligent phishing defense solutions, allow 
customers to redistribute the tasks over to a partner to manage. The service becomes seamless, whether it 
is delivered in-house or through a service provider. “Cofense helps us to deliver solutions that strengthen the 
culture of security,” said Smith, “from phishing simulations to threat reporting and incident response”.

“Budget pressures point to an outsourced solution. The economies of scale simply make sense. Plus, small 
and medium-sized businesses realize it’s smart to distribute their cybersecurity, instead of relying on one 
staffer to manage everything. When that person goes on annual leave, the gap becomes too risky.”

He added that customers are increasingly comfortable with a hybrid approach. “Often, customers manage 
certain security functions themselves and outsource other functions, for example, phishing defense,” he said.

Cofense™, formerly known as PhishMe®, is the leading provider of human-driven phishing defense 
solutions for organizations concerned with their susceptibility to sophisticated cyber attacks. 
Cofense delivers a collaborative, cooperative approach to cybersecurity by enabling organization-
wide response to the most used attack vector—phishing. Cofense serves customers of all sizes 
across multiple industries including financial services, energy, government, healthcare, technology 
and manufacturing, as well as other Global 1000 entities that understand how engaging user 
behavior will improve security, aid incident response and reduce the risk of compromise.

T: 703.652.0717W: cofense.com/contact

A: 1602 Village Market Blvd, SE #400 
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