OGNIZE
EPORT
PHISHING

DoYour Part. #BeCyberSmart




RECOGNIZE: What is Phishing? o

URL LINK CREDENTIAL ATTACHMENT

c



RECOGNIZE: Business Email Compromise [BEC]

No URL to click or Attachment to open

$43+ B 2021 (IC3.gov)

Request Gift Cards

+ Direct Deposit Changes

EEGINES

Q Tell me what you want to do

B B B @

Assign Mark Categorize Follow | Report

Developer Help

woee [l =

Delete Archive

File Message

@ @ g [ Meeting

Reply Reply Forward = . .
Al 1 More S unk Policy v Unread  ~ Up~ | Phishing
Respond Delete Tags | Cofense
earnings
5 Reply | % ReplyAll | —> Forward

Mon 01/24/2022

Zakari ¢ <noreply@: :.com>
@ ™ °ravolephishmecom

I need you to share with me our Aging Payable report alongside contact person or email me list of all outstanding invoices and contact person

Kind Regards
Zakari |
Manager, Phishing Defense Services

COFENSE

Impersonate legitimate person of authority within the organization



RECOGNIZE: Business Email Compromise [BEC]

8l |-

Always Observe Policy Always check the sender Always Check Reply—-to

and verify its legitimacy Addresses H




RECOGNIZE: Indicators of a Phish

1S 153312, > Y

From: christopher.mccoy@intlpackagedelivery.com‘ e a

1. Unknown Sender

. Subject: ATTENTION REQUIRED: TROUBLE WITH YOUR ORDER
2. Emotional Appeal

3. Spelling/Grammatical This is an automatic notification: you must go through this letter to claim the item.

Errors
. e Follow the URL seen down below to use our recently implemented tracking system.
) in
Solicits Sensitive Order 3251351 0
Information

Enter your username password tracking number to verify the account. e

All the best,
Christopher McCoy - Chief Support Manager.




RECOGNIZE: Credential Phish o

ol
-

<]

0365 Users - Threat actors often use compromised O365
accounts. Carefully review the email to determine if something
doesn't feel right.

Personal Email — Threat actors often spoof banking websites
and shopping sites. Be careful when accessing a portal via an

email link.



RECOGNIZE: Credential via Link

les Attachments

Q Tell me what you want to do

B2 B M e

Developer  Help

IS Ignore m E

File  Message

5 & 3 Ewesng

Reply Reply Forward . . Delete Archive | Assign Mark Categorize Follow | Report
Al £y More R dunk Policy ~ Unread b~ | Phishing
Respond Delete Tags &l Cofense
Files Attachments
Nancy Togers <Nancy j@s ;.com> € Reply | € ReplyAll | > Forward
) To: @ redacted@retail
Nancy ™ o=
shared a folder
with you
Nancy T sy shared the
folder "Files Attachments" with
you.

Files Attachmen

u(s

Privacy Statement

B2 Microsoft

Link | Threat: Credential Phishing | SEG: Proofpoint

Tac

File Message  Developer  Help Q  Tell me what you want to do

15 ) oo e [ ][R5 B8 |

Reply Reply Forvard .\ Junk - Delete Archive | Assign Mark Categorize Follow | Report
Al 1 More Rtun Policy~ Unread  ~  Up~ | Phishing

Respond Delete Tags & Cofense

Aaron Higbee shared "Bourbon Tasting" with you.

Aaron Higbee <Aaron.Higbee@cofense.com>
e To: @ Tonia Dudley <Tonia. y@cofense.com>

2

Aaron Higbee shared a file with you

Here's the document that Aaron Higbee shared with you.

(P13 Bourbon Tasting

‘This link will work for anyone in Cofense Inc..

% Microsoft

Privacy Statement

<) Reply

4 Reply Al

—> Forward

Mon 12/13/2021




RECOGNIZE: Credential

https://microsoftpassupdate-0989microsoftpass0-9488updateexpiringupdat.s3.us-east.cloud-object-storage.appdomain.cloud/index.html

B® Microsoft
&

Enter password

ive info, you need

Keep me signed in

Termsofuse  Privacy &cookies -+




RECOGNIZE: Credential Phish via HTM File

(1w} [ Document | Login x |+
Lz e & () File | C:/Users/Administrator/Desktop/April%2019,%202022%20_recipient%20name%20... : 8 o= : .
S
Reply Reply Forward
All
Respond A
veeeeennPrEpAYI
‘ " k| Forward s
Tc.>: ® redac 04/19/2022
.— € 2@ .no
~] April 19, 20 - "
@ 2.0 MB Sign in to access document
......... File Sent Via M - ’
Forget password?




RECOGNIZE: Credential Phish

LTD 2022 PROJECT MEMO

File Message Developer Help Q  Tell me what you want to do

@ @ F]_} @Meeting IS Ignore .@] E F]E] (,z EE FD é‘

Reply RZ;:lly Forward FD More ~ %Junkv Delete Archive Assign  Mark Categorize Follow Report

Policy v Unread v Up~ Phishing
Respond Delete Tags Nl Cofense A
RE: LTD 2022 PROJECT MEMO
Joe . = :https://microsoftloginoffice.myportfolio. € Reply € Reply Al —> Forward
. To: @ Joe com/ Wed 04/13/2022

|Click or tap to follow link.

Good morning. | hope you are doing well and infgood spirits!

Kindly review the planned 2022 RFP documentyhared with you and let me know if you would be willing to work
with us on this project MEM0O2022-Document/0352366

Due to the size of some of the electronic RFP documents, Our IT Dept has uploaded them to the “Adobe
sharepoint” website.

If you or your team require any additional information, please feel free to contact me directly.
Thank you,

Joe




RECOGNIZE: BEC - Direct Deposit

Assist

File Message Developer Help Q@ Tell me what you want to do

51 &) B e | 0o [ BT | (3,52 BE PO | b

Reply Reply Forward EE]Morev %Junkv Delete Archive Assign  Mark Categorize Follow Report

All Policy ¥ Unread v Up ~ Phishing
Respond Delete Tags N Cofense N
Assist
- Repl & Reply All F d oo
Wendy 5 <roberto. @ atching.com> O Reply © Reply ~? Fors
. To: @ hr@phishme.com Mon 05/16/2022

| can access the employee portal but | keep getting an error message every time | try to modify my direct deposit information. Can I just forward you a
voided check or my new account details for you to update before the next pay circle.

Wendy

COFENSE



RECOGNIZE: BEC - Free?

REQUEST

File Message Developer Help Q@ Tell me what you want to do

e),v_] @ E S Meeting | [ES Ignore @] E FIIZ] (I_)v_l EE ’:tl é(

Reply Reply Forward p= N Junk ~ Delete Archive | Assign Mark Categorize Follow Report
Al [ More £ dun Policyv Unread  ~ Up~ | Phishing

Respond Delete Tags Nl Cofense A

REQUEST
< s
"Elise <president1097@gmail.com> O Reply | € ReplyAll | = Forward
. To: @ Stephanie. 2.com Sat 04/30/2022

Hi Stephanie,
Are you free at the moment in helping me out?

Best Regards
Elise



RECOGNIZE: BEC - Gift Card

'[‘ \L = Quick reply Ruth

File Message Developer Help Q Tell me what you want to do

(—rg @ 8 [ Meeting | IS Ignore [m] E

Reply Reply Forward e Tl Delete Archive Assign  Mark Categorize Follow
All g Vore £ Jun Policyv Unread ~  Up~

Respond Delete Tags N

Quick reply Ruth

Mark <4y ‘paint@gmail.com>
To: ®@Ruth < com>
(

Send me your personal mobile number, i need you to get something done.

Mark =
Best Regards,

S8 B8 M | @

+1(281) 32

Text Me
Fri, Mar 18

Hi Ruth, I'm in a confer
now, | can't talk on phc
me know if you get my
Thanks

Mark v m

Where are you now? | t
to get something done

Okay good! | need to g
with some cards, confi
can get a physical Amz
cards from the nearest
right now

Kindly let me know hov
can get this done.
Thanks

Okay good! | need to g
with some cards, confi
can get a physical Amg

(o &)

€ o

+1(281) 336-1920

@)
!

Okay! Let me know when you get °

to the store and check for there
available denomination right now
so | can advise on what value to

purchase.
Thanks

Target goes t have Amazon

cards, let me try Safeway.

Okay good!

available there right now

(o 2)

They have every other card but
that

Send the images of the cards

82 5 Photos

P ODE OB 200




RECOGNIZE: Malware via Link

Re: Not read: READINESS Document and Procedure:

File Message Developer Help Q Tell me what you want to do

6'?_] éé)v_l m @Meeting IS Ignore @ E FlE] ('Z| %E [:]] é(

Reply Reply Forward 5 More~ Junk ~ Delete Archive Assign  Mark Categorize Follow Report
Al ) More 5 Jun Policy v Unread Up~ | Phishing

Respond Delete Tags Nl Cofense A

Re: Not read: READINESS Document and Procedure:

€ Reply & Reply All —> Forward e
() To: ® @ com> Tue 06/07/2022

@ _071548.html o
949.0 KB

Good morning,

Below, I've provided the doc for your reference. Please remember to open the doc and give me some feed-back.
Please read this ASAP.

Thank you,

Your message

To: Mark
Subject: READINESS Document and Procedure:
Sent: Friday, November 20, 2020 ¢

was deleted without being read on Monday, November 23, 2020




REPORT: What can we do?

ﬁl Report the email




REPORT: Response Timeline

ENABLE & ENABLE
PROACTIVELY CONDITION EMPOWER FASTER NEUTRALIZE
DEFEND USERS REPORTING RESPONSE THREATS
A I
l ------------------ r ----------------- -I



BE CYBER SMATER: @HOME

Password Vault

(™ Enable 2FA
https://2fa.directory



https://2fa.directory/

BE CYBER SMATER: @HOME

U +1(469) 750-6183 >
+1(657) 296-5328 >

Text Message

Fri, Feb 5, 2:42 PM
Text Message

Wed, Mar 31, 7:03 PM .
AT&T : Jesse! You came 1st in

USPS: the scheduled delivery 2 COTTESHAN AT

I T SWEEPSTAKES! Claim your
or the shipment 1204,480 got iPad Pro here: g7fmv.info/

changed. Please confirm here: KgWVKgk1HI, or show this

w4fza.info/je2iax7GzU code at AT&T store 1283640

REPORT: forward to 7726 (SPAM)

https://staysafeonline.org/theft-fraud-cybercrime/reporting-matters-even-for-a-smishing-message/



v

CYBERSECURITY IS EVERYONE'S
JOB. INCLUDING YOURS.

LEARNHOW EASY IT IS TO STAY SAFE ONLINE.

#BeCyberSmart



ADDITIONAL RESOURCES

YBERSECURITY

[ ] Cybe rsecu rity Awa reneSS Month OWN YOUR ROLE IN CYBERSECURITY:
https://staysafeonline.org/programs/cybersecurity-awareness-month/ r———r—

o Stay Safe Online Resources Library
https://staysafeonline.org/resources/

e Security Awareness Videos
https://staysafeonline.org/resource/security-awareness-episodes/

staysafeonline STAYSAFEONLINE.ORG f staysafeonline

o CISA Cyber Essentials

https://www.cisa.gov/cyber-essentials

o #BeCyberSmart Campaign

https://www.dhs.gov/be-cyber-smart/campaign BE CYBER SMART

Online safety can be hare today
and gone tomorrow when you
overshare.



https://staysafeonline.org/resource/security-awareness-episodes/
https://www.cisa.gov/cyber-essentials
https://www.dhs.gov/be-cyber-smart/campaign

THANK YOU

‘ ﬁ DoYour Part. #BeCyberSmart




