
Your Problem.
Not all phish are created equal. How do you stop the 
most dangerous attacks faster? Your security team 
needs to identify these threats missed by your email 
security controls quickly and easily.

Our Solution.
With Cofense Triage, prioritize and remediate phishing threats faster. A culture of user-reporting is key 
to stopping phishing attacks, but your overburdened SOC team needs to prioritize what’s reported. Instead 
of slowing their efforts with timeconsuming manual processes—the numerous steps required to find and 
understand real indicators of threats—automate analysis with Cofense Triage and focus on making decisions 
to speed remediation.

Cofense Triage accelerates phishing email identification and mitigation.

Detect Faster.
When users report emails, you need to search for relevant indicators of a phishing threat. Cofense 
Triage leverages the intelligence and insight of millions of human sensors to automatically identify 
real threats that have reached user inboxes.

Detect the Threat.
Cofense Triage clusters reported emails - even advanced polymorphic attacks - on threat payload 
to identify entire phishing campaigns that threaten your users.

	 We stopped a phishing attack in 10 minutes. 
It used to take days.

-Financial Services Customer

Respond Automatically.
With Triggers and Playbooks, you can automate away manual tasks and free up your analysts for 
more important duties. Cofense Triage responds to users to encourage a virtuous cycle of human 
detection and reporting.

Cut Through Noise for Faster Response



About Cofense
Cofense® is the leading provider of phishing detection and response solutions. Designed for enterprise organizations, 
the Cofense Phishing Detection and Response (PDR) platform leverages a global network of close to 30 million people 
actively reporting suspected phish, combined with advanced automation to stop phishing attacks faster and stay 
ahead of breaches. When deploying the full suite of Cofense solutions, organizations can educate employees on how 
to identify and report phish, detect phish in their environment and respond quickly to remediate threats. With seamless 
integration into most major TIPs, SIEMs, and SOARs, Cofense solutions easily align with existing security ecosystems. 
Across a broad set of Global 1000 enterprise customers, including defense, energy, financial services, healthcare and 
manufacturing sectors, Cofense understands how to improve security, aid incident response and reduce the risk of 
compromise. For additional information, please visit www.cofense.com or connect with us on Twitter and LinkedIn.
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How Cofense Triage Works.
Cofense Triage gives operators the ability to act on all 
alerts quickly by automating threat qualification and 
investigation. SOC teams can focus on interpreting 
results and responding to phishing threats effectively.

Rule the Inbox.
As soon as a suspicious email gets reported, 
thousands of intelligence-driven YARA rules 
automatically assess the report, clustering it with 
reports containing similar payloads, and surfacing the 
highest priority threats for immediate action. Don’t 
know or use YARA in your organization? Not to worry, 
we added Triggers which are easier to build, so any 
SOC team member can get in and begin automating.

Speed Your Analysis.
Cofense Triage includes powerful tools to give you a 
360-degree view of phishing emails - headers, URLs, 
attachments, and a robust hex viewer. With optional 
3rd party integrations, such as Virus Total, analysts 
can bring to bear a vast array of threat intelligence to 
determine the exact nature of the attack.

Integrate and Automate.
Cofense Triage can export report data to your SIEM; 
send alerts and events to your incident management, 
ticketing, or other logging systems; and integrate with 
your SOAR through an extensive API.

Partner with Experts.
Stopping phish isn’t always straightforward. That’s 
why Cofense Triage makes it easy to get on-demand 
help from our expert analyts in the Phishing Defense 
Center. They’re just one click away at anytime.

Cofense™, formerly known as PhishMe®, is the leading provider of human-driven phishing defense 
solutions for organizations concerned with their susceptibility to sophisticated cyber attacks. 
Cofense delivers a collaborative, cooperative approach to cybersecurity by enabling organization-
wide response to the most used attack vector—phishing. Cofense serves customers of all sizes 
across multiple industries including financial services, energy, government, healthcare, technology 
and manufacturing, as well as other Global 1000 entities that understand how engaging user 
behavior will improve security, aid incident response and reduce the risk of compromise.
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Cofense Triage includes powerful tools to give 
you a 360-degree view of phishing emails - 
headers, URLs, attachments, and a robust hex 
viewer. With optional 3rd party integrations, 
such as Virus Total, analysts can bring to bear 
a vast array of threat intelligence to determine 
the exact nature of the attack.

User-reported emails are a rich source of 
intelligence, but what about all the users 
who don’t report a phish? Integrating 
Cofense Vision with Triage provides rapid 
search and mitigation to contain the threats 
lurking in your email environment. And 
with AutoQ Respond, once the fingerprint 
of an attack is identified, future attacks can 
be automatically stopped in their tracks. 
Fast and reliable phishing threat hunting, 
all from a single console.

RULE THE INBOX.

SPEED YOUR ANALYSIS. POWER UP WITH 
COFENSE VISIONTM.

INTEGRATE AND AUTOMATE.
Cofense Triage can export report data to your 
SIEM;  send alerts and events to your incident 
management, ticketing, or other logging systems; 
and integrate with your SOAR through an 
extensive API.

As soon as a suspicious email gets reported, 
thousands of intelligence-driven YARA rules 
automatically assess the report, clustering 
it with reports containing similar payloads, 
and surfacing the highest priority threats for 
immediate action.

Cofense Triage gives incident responders the ability to act 
on all alerts quickly by automating threat qualification and 
investigation. SOC teams can focus on interpreting results 
and responding to phishing threats effectively.  

HOW COFENSE TRIAGE WORKS.

PARTNER WITH EXPERTS. 

Stopping phish isn’t always straightforward. That’s 
why Cofense Triage makes it easy to get 
on-demand help from our expert analysts in the 
Phishing Defense Center. They’re just one click 
away at anytime.  

operators 

Power Up with Cofense VisionTM.
User-reported emails are a rich source of intelligence, 
but what about all the users who don’t report a phish? 
Integrating Cofense Vision with Triage provides rapid 
search and mitigation to contain the threats lurking in 
your email environment. And with AutoQ Respond, once 
the fingerprint of an attack is identified, future attacks 
can be automatically stopped in their tracks.
Fast and reliable phishing threat hunting, all from a 
single console.


